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© 000 «KPUMNTO-MNMPO>», 2000-2018. Bce npaBa 3awMilleHbl.

ABTOpCKMe npaBa Ha cpeacTBa Kpuntorpaduyeckon 3awuTbl uHdbOpMauuu Tuna
«Kpuntolpo CSP» n akcnayaTauMOHHYO AOKYMEHTaLuUo 3aperMcTpupoBaHbl B POCCUIICKOM
areHTCTBE Mo naTeHTaM W TOBapHbIM 3HakaM (PocnaTeHT).

HacTosiwmin AOKYMEHT BXOAUT B KOMMIEKT MOCTaBKW nporpamMmHoro obecneveHus CK3U
«KpunTtolpo CSP» Bepcuun 4.0 R4; Ha Hero pacnpocCTpaHsoTCa BCe YCNOBUSA JIMLLEH3NOHHOIO
cornaweHus. bes cneunanbHoro nucbMeHHoro paspewerHns OO0 «KPUMTO-MPO» aoKyMeHT
WM €ro 4acCTb B 3/IEKTPOHHOM WSIM MeYaTHOM BUA e He MOTyT 6biTb CKOMMPOBAHbI U NepesaHbl
TpeTbUM NLLAM C KOMMEPYECKON Lenblo.
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1. AHHOoTAUuMA

HacTtoawmnin [OOKYMEHT COAEpXMUT OnuCcaHue peanusaumm cpeactBa Kpuntorpaduueckomn
3awutbl MHGopmaumn «Kpuntollpo CSP» Bepcum 4.0 R4 wncnonHeHmss 1-Base (OKTSAM.00087-03)
(panee — CK3M) n cBeaeHUs 0 TeKyleM COCTOSSHUM NpoAayKTa.
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2. HazHaueHue CK3U

CK3M npepHa3HauyeHO Ans 3awWuWTbl OTKPbTOM MHMOPMaUMM B WMHMOPMaALMOHHBLIX CUCTEMax
obuwero nonb3oBaHMs (BbMUCEHME/NPOBEPKA 3NIEKTPOHHOM MOAMUCU) U 3aWnTbl KOHDUAEHLMABbHON
wHpopMauun, He coAepXxaleh CBeAeHWNA, COCTaBASAKWMUX rocyAapCTBEHHYI TalHy, B
KOprnopaTUBHbIX MHMOPMALMOHHBLIX CUCTEMax C BbINOJIHEHMEM CReAYWMX OYHKLWNA:

1) 3aWwmueHHoe  XpaHeHWe MoNb30BaTeNbCKUX KJKYerW B K/KOYEBOM KOHTelHepe C
NCnosib30BaHneM WNMPOBaHNSA, UMUTO3ALWUTbI U ayTeHTUudmKaumm 4oCTyna;

2) wudpoBaHue, BbMUCIEHNE UMUTOBCTaBKM, X3 WWMpOBaHue, co3gaHue/nposepka
3JIEKTPOHHO MOANUCH;

3) dopMupoBaHMe CECCUOHHbIX Kito4Yel, kaoder obMeHa u kiwden cosgaHus/nposepkun 3,
MX UMNOPT/3KCNOPT U3/B KOUEBON KOHTENHEp;

4) noeHtudukaums, ayteHtudbukaums, wndpoBaHme u nMmutosawmta TLS-coeamHeHuin;

5) ayTeHTudumnkauus B gomeHe Windows c ncrnonbsosaHmeM «Kpuntollpo Winlogon».

CK3WM obecneuunBaeT BbiNoSHEHME cneayowmnx GyHKUNA:

— asTopu3aumsa un obecneyeHue HOPUANYECKON 3HAUMMOCTM ISNEKTPOHHbIX
OOKYMeHTOB npu obMeHe uvMM Mexay nosib3oBaTensaMm MnocpeacTBoOM
MCMNONb30BaHMA npoueayp GpopMMpoBaHUSA M MPoOBEPKKU (C UCMNONb30BaHUEM
ceptudukaTtoB cTaHgapTa X.509 ypocTtoBepsitoWEro LeHTpa) 3NEKTPOHHOMN
MOAMNUCK B COOTBETCTBUN C OTEYECTBEHHbIMM CTaHAApPTaMu:

o [TOCT P 34.10-2001, FOCT P 34.10-2012. «MHdopmMaunoHHas TexHonorus.
Kpuntorpadunueckasa sawmrta mHdopmaumun. MNpoueccobl GopMMpoBaHNS U MPOBEPKKU
3/IEKTPOHHOM LNdPOBON NOAANCK>.

o TOCT P 34.11-94, OCT P 34.11-2012. «MHdopmMaymoHHas TEXHOJIOrn4.
Kpuntorpadunueckasa sawimta MHpopMaumn. OYHKLUS X3 LLMPOBAHUS>».

— obecneyeHne KOHPUAEHLMANBHOCTU M KOHTPOSS LLeSIOCTHOCTU uHbOopMaumm
nocpeacTBoM ee WU@dpPOBaHUA M MMUTO3ALWMUTbLL, B COOTBETCTBUM C
oTeyecTBeHHbM  cTaHgaaptoMm [OCT 28147-89 «CucteMmbl 06paboTku
nHdopMauum. 3awuTa Kpuntorpaduyeckas. ANroputm
KpunTtorpadumyeckoro npeobpasoBaHusa »;

— KOHTPOJIb LENIOCTHOCTM CUCTEMHONO W  MPUKAAAHONO  MNPOrpaMMHOro
obecneyeHns gns ero 3awutbl OT HECAHKLMWOHMPOBAHHOIO WU3MEHEHUS UK
OT HapyLlweHMsa NpaBubHOCTU HYHKLMOHUPOBAHUSA;

— CcO34aHue u ynpasfieHme KauyeBon nHdbopmaumnen;

- obecneyeHue ayTeHTuduKaumm CBSI3blBalOLLMXCS CTOpPOH,
KOH(PUAEHUMANbHOCTU U LENIOCTHOCTM nepecbuiaeMoin  uMHpopMaumm ¢
MCNob30BaHMEM cepTudukaTos ctaHgapta X.509;

— YCTaHOB/EHWE ayTEHTUYHOro 3aWUeHHOro CoOeaAnHEHUS C UCMNOSb30BaHMEM
npotokona «Kpuntollpo TLS»;

— obecneyeHne  KOHMMAEHUMANBbHOCTM M KOHTPOSS  LESIOCTHOCTU U
aBTOpM3auua hannoB U MHPOPMALMOHHbBIX COO06LLEHUN;

— obecneyeHue ayTeHTUdMKauumM nonb3oBaTens B goMeHe Windows.

JononHuTenbHble  anropuTMbl  MOAAEPXKM  KJIHOYEBbIX CUCTEM, NapaMeTpbl ajropuTMOB,
dopmaTbl cepTudukaTtos, nopaepxumpaemble B CK3W, onpegeneHbl B gokyMeHTax RFC 4357, RFC
4490, RFC 4491, «Cuctembl 06paboTkm umHdopmauum. 3awmTa Kpuntorpaduyeckasa. Metoguueckue
pekoMeHZauuM no KpuntorpaduyeckuMMm anroputMmaM, COMyTCTBYHOLWMM MNPUMEHEHUIO CTaHAApPTOB
MOCT P 34.10-2012 7 FOCT P 34.11-2012»  TexHuM4ecKumn KOMUTET no cTaHgapTm3aumm
«Kpuntorpaduueckaa  3awmrta nHdopmaummn»  (TK  26), «WHbDOpMaLMOHHASA  TEXHOOrus.
Kpuntorpaduyeckasa 3awuta wHpopmauumn. PekoMmMeHgauuum no cTaHgapTusauuu. Wcnonb3osaHwue
anroputmMoB OCT 28147-89, TOCT P 34.11 n ITOCT P 34.10 B kpuntorpadumyeckmx coobuieHnsx
¢dopmaTta CMS» TexHuyeckuit KOMUTET No CcTaHgaptTulauumm <«Kpuntorpaduyeckas 3awura
MHpopMauum» (TK 26), «TexHuyeckas cneuundukaumsa. NcnonbsosaHue anroputmoB FOCT P 34.10,

6
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OCT P 34.11 B npodwune ceptudukata u cnucke oT3biBa ceptudumkatoB (CRL) mHbpacTpyKTypbl
OTKpbITbIX Ktoden X.509» TexHMyeckmin KOMUTET MO cTaHgapTulauun «Kpmnrtorpaduyeckas sawuta

MHpopMauum» (TK 26).

JonycTuMo ncnonb3oBaTth CreayloliMe MexaHU3Mbl 3alluThbI VIHCbOpMaLI,VIVIZ

KoHdunaeHuManbHOCTb MHMOpMaumMmM npu xpaHeHun (Ha pguckax, B 6ase
AaHHbIX) M nepepjadye B CceTu CBA3M obecrneumBaeTcss MCNOSb30BaHMEM
dbyHKUMn wndpoBaHus.

NoeHTudukauyums " aBTOpPCTBO npwm CeTeBOM B3aMMOLENCTBUM
(ycTaHoBNeHMM ceaHca cBaA3UM) obecneuymBaeTtca dyHkumsamm 3O npwu
MCMONb30BaHMM UX B  npouecce ayTeHTudumkauum (Hanpumep, B
COOTBETCTBMM CO cTaHgapToM X.509). MNpu 3nekTpoHHOM AOKYyMeHToobopoTe
obecneymBaeTcs uMcnosb3oBaHWeM dYyHKUWIA DI 31EKTPOHHOrO AOKYMEHTa.
JononHuTenbHO AoskKHa 6bTb NpegyCMOTpeHa 3aluTa OT HaBsA3blBaHUS,
NOBTOpPa 3JIEKTPOHHOIO AOKYMEHTa M LEeNOCTHOCTb CMNPaBOYHUKOB KJ/OYEN
nposepkn Jr1.

LenoCcTHOCTb MHpoOpMaumm obecneymBaeTcs MCMNOSb30BAHMEM CleAYOLWMX
dyHKLMA:

dyHKUMKM DI 3N1EKTPOHHOIo AOKYMEHTa,

o  uUMUTO3aWMTbl (NpU KUCNONb30BaHUM (yHKUMA wKdpoBaHMs 6e3 MCnosb3oBaHuS
3M), aBTopcTBO MHMOPMaUuM Npm 3ToM He obecneuymBaeTcs,

o  (YyHKUMM X3WKMPOBAHMSA, aBTOPCTBO MHGOPMaLMK Npu 3TOM He obecrneymBaeTcs.

HeoTkaszyemocTb OT dakTa nepegaym  3AEKTPOHHONO  [AOKYMeHTa
obecneumBaeTcsa wucnonb3oBaHueMm dyHkumi S (NnoanuMCb [AOKyMeHTa
OoTNpaBuTeNeM) U XpaHeHueM AoKyMeHTa € 3Ol B TeueHwe yCTaHOBIEHHOro
CpoKa NpUeEMHON CTOPOHOMN.

HeoTkasyemocTb oT dakTa npueMa 3NIEKTPOHHOr0  AOKYMEHTa
obecneumBaeTca ucnonb3oBaHneM GyHKUUA DM M KBUTMPOBAHMEM npuema
AOKyMeHTa (noAnnCb KBUTAHUWUW MonyyaTenem), XpaHeHWeM [OKYMeHTa MU
KBUTaHumm ¢ DIl B TeyeHMe YCTAHOBJIEHHONO CpoOKa OTnpaBfsloWwen

CTOPOHOA.

3awuTa oT nepenoBTOpPOB obecneunBaeTcs NCNONIb30BaHNEM
kpuntorpadumyeckmx @yHkumn 2OI, wWudpoBaHua wan MMUTO3AWUTbLI C
nobasneHneM YHUKaNbHOro naeHTudukaTopa ceTeBOM ceccuu
(3NeKTpPOHHOro [OKYMEHTAa) C Mnocreaylowen ux MnNpoBEepKON MNpPUEMHON
CTOpPOHOM nnm pa3paboTkoi cneumnann3npoBaHHOro npoTokona

ayTeHTudukaumm (obMeHa 31eKTPOHHbIMU AOKYMEHTaMMn).

3awmTa OT HapywuTens C Uuefbld HaBSA3blBaHWS MPUEMHON CTOpOHe
cobcTBEHHOM WHdopmMaumm, nepesaHHoOM AKO6bI oT nua
CaHKLUMOHUPOBAHHOIO Mnosib3oBaTens (HapylweHue aBTopcTBa MHbOpMaLMK)
obecneumBaeTcs wucnosbdoBaHMeM @yHKUMA DI ¢ npoBepkon aTpubyToB
3/1eKTPOHHOr0 AOKYMEHTa W Kato4va nposepku 3l oTnpasutens.

3awumnTa oT 3aKknNafoK, BUMPYCOB, MOoAUDMKALWUN CUCTEMHOINO M MPUKNALHOMO
MO obecneuynBaeTcss COBMECTHbIM WCMNOMb30BAHMEM KpunTorpadunyeckmx
CpeacTs, cpeacTs aHTUBUPYCHON  3alWunTbl W OpraHM3auMOHHbIX
MEpONpUSATUN.
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3. MporpaMMHoO-annapaTtHble cpeabl PyHKUMOHNpoBaHna CK3U

CK3W dyHKUMOHMPYET B Ccegylowmx rpynnax nporpaMMHo-anmnapaTHbIX cpea:
Windows

BxknoyaeT nporpaMMHO-annapaTHble cpeabl:

—  Windows XP! (x86);
- Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
— Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bkntovaet auctpubyTmebl Linux, yaoBneteopsitowime ctaHaapTy Linux Standard Base ISO/IEC
23360 Bepcuun LSB 4.x:

— CentOS 4/5/6 (x86, x64);

— CentOS 7 (x86, x64, POWER, ARM, ARM64);

— OCb (OS-RT) (x64);

- T4 OC AUC ©CCIN Poccum (GosLinux) (x86, x64);

— Red OS (x86, x64);

— Fedora 27/28/29 (x86, x64, ARM);

— Oracle Linux 4/5/6 (x86, x64);

— Oracle Linux 7 (x64);

— OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

— AlterOS (x64);

— SUSE Linux Enterprise Server 11SP4 (x86, x64);

— SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER,
ARM64);

— Red Hat Enterprise Linux 4/5/6 (x86, x64);

— Red Hat Enterprise Linux 7 (x64, POWER, ARM64);

— CuHTe3-0C.PC (x86, x64);

— NK «CuHTe3aM-KnueHTt» B cocTaBe KIl «30C «CuHTeaM» (x64);

— NK «CunHTe3M-Cepep» B cocTaBe KIl «30C «CuHTeaM» (x64);

— KM «OC «CuHTesaM-K» (x64);

— Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);

— Ubuntu 18.04/18.10 (x86, x64);

— Linux Mint 17/18/19 (x86, x64);

— Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

— OC JloTtoc (x86, x64);

— Astra Linux Special Edition, Common Edition (x64, MIPS, 2nbbpyc);

— MCBCdepa 6.3 Cepsep (x64, ARM64).

Unix

BkntoyaeT nporpaMMHO-annapaTHble cpeabl:

— OC 2nbbpyc Bepcus 3 (Inbbpyc);

— ALT Linux 6/7 (x86, x64, ARM);

— Anbt CepBep 8, Anbt 8 CIl CepBep (x86, x64, ARM, ARM64);

— AnbT Pabouas ctaHuus 8, AnbT Pabouasa ctaHumsa K 8, Anbt 8 CI Pabouas
cTaHumsa (x86, x64, ARM, ARM64);

— ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);

—  POCA XPOM/KOBAJIbT/HUKE/Db (x86, x64);

— FreeBSD 11, pfSense 2.x (x86, x64);

- AIX 6/7 (POWER);

- Mac 0S X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).
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Solaris

BkntouaeTt nporpaMMHoO-annapaTtHbie Cpeabl:

— Solaris 10 (sparc, x86, x64);
— Solaris 11 (sparc, x64).

Sailfish

Bk/loyaeT nporpaMMHO-annapaTHyl cpeay:
~ SailfishOS 2.1.1.12 (ARMv7).

i0S

BkntouaeT nporpaMMHoO-annapaTHbie cpeabl:

— Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1
/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12  (ARMv7,
ARM64).

BupTyanbHble _cpeabl

— Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
— Microsoft Hyper-V 8/8.1/10 (x64);

— Citrix XenServer 7 (x64);

- VMWare WorkStation 11/12/14/15 (x86, x64);

- VMWare WorkStation Player 12/14/15 (x86, x64);

— VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

— Oracle VirtualBox 5.2 (x86, x64);

— RHEV 4 (x64).

MpuMeyaHusa:
1. Bepcus POSReady.
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4. OcHOBHble xapakTtepuctukm CK3u

4.1. Pa3smMepbl KIO4YEn

Pasmepbl kato4vel 3/1eKTPOHHON NOANUCH:

—  KJI0Y 3JIEKTPOHHOM MOANUCH 256 6ut namn 512 6ur;
—  KJl0Y NPOBEPKM IJIEKTPOHHOM MOAMUCH 512 6ut nnan 1024 6ura.

PasMepbl K/OYEN, UCMOMb3yeMbIX MpU WNDPOBAHUK:

— 3aKpbTbii KJHOY 256 6ut nan 512 6ur;
—  OTKPbITbIA KJHOY 512 6ut nan 1024 6ura;
—  CWUMMETPUYHBIA KJIHOM 256 6ur.

4.2. Tvnbl KOYEBbIX HOCUTENnen

Ucnon b3YHTCA KJlloUeBblE HOCUTESIN:

- I'™MA 3,5”, USB gucku;

— CwMaptkaptel GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL,
OptelioCL2, Native);

— eToken, Jacarta;

— USB-TokeHbl PyTokeHn UM (Flash, Bluetooth), PyTokeH Lite Rutoken S;

— CwmapTtkapTtbl PyTokeH Lite SC, PyTokeH JUIM SC;

— PyTokeH S;

—  Novacard;

- CwmapTtkaptel PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS,
TRUSTD);

— CmapTtkapTta Y2K;

— CmapTtkapTta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— CwmapTtkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;

— Cwmaptkaptbl Annot INPASPOT Series, SCOne Series;

— Rosan;

— Paspgen HDD N2BM (B Windows - peecTp);

—  WpeHTndmkaTtopbl Touch-Memory DS1995, DS1996.

Ncnonb3oBaHWe  KOYEBbIX HOCUTENIeEM B 3aBUCMMOCTM  OT  MpoOrpaMmMHO-annapaTHOWM
nnatgopmbl oTpaxeHo B XTHAN.00087-03 30 01. Kpuntolpo CSP. ®opmynsap, n. 3.8.

1.

B coctas auctpubyTtmBa CK3U BXOAAT O6MBAMOTEKM MNOAAEPXKKU BCEX MEPEUUCTIEHHbIX
HoCuTenen, HO He BxoasAT AparieBepbl ans OC. [lo BonpocaM nony4yeHus ApaliBepoB
HeobxoanuMo obpallaTbCs K NPOM3BOAUTENAM COOTBETCTBYIOLWUX YCTPONCTB.

XpaHeHne 3akpbITbiX koyer Ha HDD M2BM mn USB guckax (B peectpe OC Windows, B
pasgene HDD npu pab6boTe noa ynpaBneHnem apyrux OC) AonyckaeTcs TONbKO Mpu
yCnoBun pacnpocTpaHeHmss Ha HDD, USB guck wnm Ha M2BM ¢ HDD TpeboBaHuin no
obpaweHnto ¢ knAw4yeBbiMM HocuTenamm (n.6.7 XTHAW.00087-01 91 01. PykoBoACTBO
aaMumHucTpaTopa 6esonacHocTu obuwasa 4acThb).

Bce BblenepeyncieHHble HOCUTENN UCMOJb3YTCS TOMbKO B KayecTBe MacCUBHOIO
XpaHunuwa  K4YeBol  MHdbopMaumm  6e3  UCMoNb30BaHWS  KpunTorpaduyeckumx
MexXaHMU3MOB, peasiM30BaHHbIX Ha CMapT-KapTe/TOKeHe.

Ncnonb3oBaHMe HOCUTENEN APYrMxX TUMOB AOMYyCKaeTCs TOJIbKO MO COrnacoBaHuUKO C
®CBb Poccuwm.
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5. CtpykTtypa un cocrtaB CK3U

5.1. Crpykrypa CK3U

O6buwas cTtpykTtypa CK3W npeactasneHa Ha PucyHke 4.1.

CeTeBble MpuUNoXeHus

KntoueBoi Hocutenb

A A
OnepaumnoHHas cucrema
A A
v ) v
NHTepdenc SSPI | | HacTtporika OC |
A
MpunoxeHne
A 4
KpunTtollpo TLS +
KpunTolpo IKE < ASN.1 NHTepderic CryptoAPI 2.0
KpuntolMpo Winlogon ¢ ¢
/ Capilite
Crypt32 (Upnix) \ 4
(Win32,64) PKCS#11 LUTaTHbIE
MHTepdencol
¢ ¢ K/HOYEBbIX
NHTepdeiic P HocuTenemn
KpunTtolpo CSP ASN.1 NHTepdenc Kpuntolpo CSP |
ASN.1
\ 4
P ASN .1 Bubnuoteka dll ans
BubnnoTeky dil h : paboTbl C K/OYaAMU
CEepBUCHI,
ApawBepbl
KpunTofpo CSP < MaHenb ynpasieHus
T Cuctema cbopku MO COK
nacy CoK
A
BunoCH Aapo onepaunoHHOM CUCTEMBI
oacHy BHewHasa ramma
OpanBep CSP
| Cucrtema 3awmTbl oT HCA |
KoHTponb uwenoctHoctn MO [Opaiiep EFS [Opaiisep ESP
Cncrtema UK 3awiunTol
\ Cuctema cbopku MO CK3U ‘
CK3M CK3W ypoBHa sapa OC

PucyHok 4.1 - Ctpykrypa CK3UN «Kpuntollpo CSP 4.0 R4».
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5.2. CoctaB CK31

McnonHeHne 1-Base knacca 3awuntbl KC1 BbINONHEHO B ClefylOWeEM COCTaBe:

KpunTonposanaep;

Kpuntoapameep;

Moaynb ceteBon ayTeHTudukauum (Kpmntollpo TLS);

mMoaynb 06paboTku ceptudmkaTos n CMS nportokona;

yTuanTa BbipabOTKN BHELUHEN rammbl;

yTUInTa KOMaHAHOM CTpoku ans wudpoBaHmsa ¢Gainios;

yTUINTa KOMaHAHOM CTPoKM ansa paboTel ¢ cepTudurkatamuy;

MoAy b ayTeHTudukaumm nonbloBaTtena B gomeHe Windows;

nakeT pa3paboTumka aonasa nucnosb3oBaHusa npotokonoB IPsec (IPsec SDK);
nakeT pa3spaboTumka ans sctpamBaHus CK3UN (CSP SDK);

MoAy b noaaepxku uHtepdenca Mozilla NSS;

cepBuCHble Mogynu (cpverify, wipefile, stunnel);

bubnuoteka, obecneymBalrowas noakAwYeHne U HYHKLWOHUPOBAHUE
knto4yeBblX HocuTenen (RDK).

N PYHKUMOHMPYET B rpynnax nNporpaMMHoO-annapaTHbiX cpea n.2.

5.3. CocTtaB nporpaMMHOro o6ecneuyeHus

CK3M ¢dyHKUMOHMPYET Ha O4HOM M3 ABYX YPOBHEMN:

YPOBEHb MPUNOXEHUS;
ypoBeHb sgpa OC.

B coctaB CK3U BxoaaT:

Bubnuotekn dll, cepsucsi, apansepbl «Kpuntolpo CSP».

Moaynb ceTteBoi ayTeHTudukaummn «Kpmntollpo TLS».

Moaynb «Kpuntolpo Winlogon».

Kpuntorpaduueckunin nHutepdeinc «Kpuntollpo CSP».

MporpaMMHbIA AaTuuMK cny4danHbix 4ducen (MACYH) ¢ wmHUMUManmu3auuen oT
BuolCH, BHewHel rammbl unu ¢wusmdyeckoro ACH (®ACH) BcTpamBaemoro
nporpaMMHo-annapaTHoro KoMniekca (NAK) 3aWwuThl oT
HeCcaHKLUMoHMpoBaHHOro goctyna (HCA).

Moaynb KOHTPO/S LENOCTHOCTH.

CncteMa MHXeHepHo-KpunTorpadmyeckom 3awuThbl.

Cuctema 3awmntbl oT HC (MCnonb3yeTcs onuMOHANbHO).

5.4. CoctaB SDK CK31

B cocTas SDK CK3U BxogaT cneaytowme JOKYMEHTbI, OnuUcCbiBatowWwme nHTepdencsol:

CSP_4 0.chm;
CAPILite_4_0.chm;
SSPI_4_0.chm;
reader_4_0.chm.

Tak e B cocTaB SDK CK3U BxoaaT npumepsbl:

rdk
samples.

5.5. CoctaB noacucTteMbl NporpaMMHON cpeabl PyHKLMOHUPOBaHMUA

koMmrniekca (COK)

B cocTaB noacuctembl nporpaMmHon COK BXoasaT cneayrouime KOMMOHEHTbI:

MpunoxeHne (nNpuknagHoe nporpamMmHoe obecnedyeHne, uWcnonb3ylolee

CK3W);

UHTepdeinc SSPI  (noamMHOXecTBO WUHTepdeinca Kpuntorpaduueckmnx

npotokonoB Secure Support Provider Interface (SSPI, CryptoAPI v. 2.0)
12
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ONS peanuM3auum NpoToKona ceTeBOW ayTeHTudwukauum TLS v. 1.0 (nopg
ynpasneHmem OC Windows 2008/7/2008R2/8/2012/8.1/2012R2/10);

- Mopgynn Hactporikm OC Windows pans obecneyeHus QyHKLUMOHMPOBAHUS
CK3u;

—  WHTepdenic CryptoAPI 2.0;

— CpeactBa Crypt32(Win32,64) ana obecnedeHus paboTbl ¢ cepTudukatamu
C ucnonb3oBaHueM uHTepdenca CryptoAPI 2.0 yepes kpunTtorpadunyeckuni
nHtepdenc  «Kpuntolflpo CSP» noa  ynpasneHnem OC  Windows
2008/7/2008R2/8/2012/8.1/2012R2/10;

— CpeactBa Capilite - pna obecneyeHunss paboTbl C cepTudukatamm c
ncnonb3oBaHneM uHTepdenca CryptoAPI 2.0 udepe3 kpuntorpacduyeckumn
mHtepdeinc <«Kpuntollpo CSP» noa ynpasneHneM OC cemenctBa UNIX
(Linux , FreeBSD, Solaris, AIX);

—  Kpuntolpo Office Signature (B KOMMNIEKT NMOCTaBKW He BXOAUT);

— LWTaTHblEe MHTepdEeNCHI KOYEBbLIX HOCUTENEN;

— ASN.1 - cuctemMa KOAMPOBaAHMS/AeKOANPOBaHMS AaHHbIX B dopmaTax
ASN.1.

CocTtaB moaynen CK3U n nogcuctembl nporpaMMHoi COK s COOTBETCTBYOWMX MPOrPaMMHO -
annapaTHbIX Cpel KOHKpeTusumpyeTcs B aononHeHusx XTAN.00087-03 91 02, XTHAW.00087-03 91
03, XTAM.00087-03 91 04, XTHAMN.00087-03 91 05, XTHAMN.00087-03 91 06, XTAMN.00087-03 91 07,
XTSAN.00087-03 91 08, XTAM.00087-03 91 09, XKTSAM.00087-03 91 10 k mokymeHTy XTAN.00087-
03 91 01 PykoBoacTBO aaMMHUCTpaTopa H6e3onacHocTn. Oblas YacTb.

OcCHOBHOM apxuTekTypHoii ocobeHHocThio CK3WN «Kpuntollpo CSP» sgaBnaerca TO, 4TO
nporpaMmmHas COK He wvMeeT HenocpeACTBEHHOro AOCTyna K KIYeBOW W kpuntorpaduyeckmu
3HaumMoln wuHdopmauun. Bce onepaumm € 3aKpbMbIMU U CECCUOHHLIMU (CUMMETPUYHBIMU) KIOUYaMH,
HE3aBEpLIEHHbIMM  3HAaYeHUAMU X3W-DYHKUMA UM T.M. OCYLLEeCTBASAITCS 4epe3 AeCKPUNnTopsbl
COOTBETCTBYHOLWNX 06BEKTOB, @ AeCKPUNTOp 06beKTa He COAEPXUT ero aapec B SIBHOM Buae.

13
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6. NMNpuMmeHeHne CK3U

Bo3MoXxHbI crieaytowme npumeHeHus Kpuntollpo CSP:

— TpuMeHeHne «Kpuntollpo CSP»KlenTOI_IpO CSP Bepcun 4.0 R4

B COCTaBe CTaHAapTHOro nporpamMmHoro obecneyenus Microsoft n gpyrmnx
KOMMNaHWI, NCNONb3YOLWNX KpunTorpaduyeckum nHTEepdenc B
COOTBETCTBUM C apxuTekTypoih Microsoft (nogpobHee cM. XTHAN.00087-03
91 01. Kpuntollpo CSP. PyKkoBOACTBO aAMMHUCTpaTopa 6He3onacHoCTw.
Obuwas yacTb);

—  BcTpavBaHnve <«Kpuntollpo CSP»Klel—lTOI_IpO CSP Bepcun 4.0

R4 BO BHOBb paspabaTbBaeMoe WM CyLWecTBYyOWee npukiagHoe
nporpamMmHoe obecneveHne (nogpobHee cMm. XTHAWM.00087-03 91 O01.
Kpuntolpo CSP. PykoBoACTBO aAMUMHUCTpaTopa 6esonacHocTu. Ob6uwas
yactb wn XTSHAM.00087-03 96 01. Kpuntollpo CSP. PykoBOACTBO
nporpamMmucTa).
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7. Ucnonb3oBaHune CK3UMN B cTaHAApPTHOM NporpamMmMHOM
obecneueHum

MporpamMmmHoe obecneveHne CK3W no3sonsieT MCMNOMb30BaTb POCCUUCKME KpunTorpaduueckume
anroputMbl M cepTuduKaTbl OTKPLITbIX K/o4yeln cTaHaapta X.509 coBMeCcTHO CO cneayluwmm
nporpaMMHbiM obecnedyeHnem Microsoft:

— UeHtp Ceptudukaumm - Microsoft Certification Authority, Bxopawwmn B
coctaB Windows 2000 Server, Advanced Server, Windows 2003 Server,
Windows 2008 Server, Windows 2008R2 Windows 2012.

— DnekTpoHHas noyta - MS Outlook (Office 2003, Office 2007, Office 2010,
Office 2013, Office 2016).

— DnekTpoHHas nouyta - Microsoft Outlook Express B cocTaBe Internet
Explorer/Microsoft Edge, MNouta Windows Mail, Live Mail.

— Microsoft Word, Excel ns coctaBa Microsoft Office 2003, 2007, 2010, 2013,
2016 (c nomowbto nnarnmHa Kpuntollpo Office Signature).

— Microsoft Exchange Server 2010, 2013.

— CpeactBa KOHTponsa uenoctHoctn 10O, pacnpocTpaHAeMoro no ceTun -
Microsoft Authenticode.

—  Cnyx6bl TepmmHanoB gna Windows 2003 Server, Windows 2008 Server,
Windows 2008R2 Server, Windows 2012 Server (Bk/to4yas LWAK3 CNyx6
TEpPMUHANOB).

— 3awwuta TCP/IP coepauHeHu B ceTu WHTepHeT - npoTtokon TLS/SSL npwu
B3aumogencTeum Internet Explorer/Microsoft Edge - web-cepsep IIS, TLS-
cepsep, TLS-knueHT (IE).

— MNpunoxeHne KOMaHOHOW CTpPOKM ans  GOpMMpOBaHMA  3anpoca Ha
ceptudukar certreq.

— SQL-cepsep.

— ISA cepsep.

— CepBep TMG

— Cepep UAG.

— Cepsep TepMmumHanoB u knueHT (RDP).

Mog ynpasnenmem UNIX-nogobHbix OC CK3M wmcnonb3dyeTcss COBMECTHO CO CJieAyowuMm
nporpaMMHbIM obecrneyeHmnem:

— Apache Trusted TLS (Digt);
— Trusted TLS (Digt).

MNpumedanme: Wcnonb3zoBaHme CK3M B CcTaHAapTHOM nporpaMMHOM  obecneyeHun  AOJDKHO
OCYLLEeCTBAATLCSA B COOTBETCTBUM C M. 2 MpasBun nonb3osaHua XTAN.00087-03 95 01.

Poccuiickne kpunTorpaduyeckune anroputMbl M cepTudukaTbl OTKPbITbIX kawodel X.509
MCMONb3YOTCS C YyKasaHHbIM MporpaMMHbIM obecrneyeHneM B COOTBETCTBMM CO CleAyHLWUMU
MeXAYHapoAHbIMA U POCCUACKUMU peKoMeHAaLUaMu:

— Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94
algorithms with the Internet X.509 Public Key Infrastructure Certificate and
CRL Profile (rfc4491) onucbiBaeT MCcrnonb3oBaHue POCCUNCKUX
KpunTorpaduMyecknx aaroputMoB B MHMpPAaCcTPyKType OTKPbITbIX KAK4en
mHtepHeT (PKIX, Internet X.509 Public Key Infrastructure). B paHHOM
OOKYMeHTe onucaHbl ¢opMaTbl MpeacTaB/ieHMss OTKPbITbIX Kiawouen Il
MCMOMb3YEMbIX AN CO34aHUA CepTUPUKATOB OTKPbITbIX KJO4Yelh U CNUCKOB
OTO3BaHHbIX  CepTUdUKaToB X.509, naeHTudbmkaTopbl  anropmMTMoB,
COOTBETCTBUE napameTpoB KpunTorpadunyeckmnx anropuTMoB nx
naeHTudmkKaTopam.

— Additional cryptographic algorithms for use with GOST 28147-89, GOST R
34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 algorithms (rfc4357)
onucoiBaeT AOMNOSTHUTENbHbIe asIropUTMbl, HeobxoauMble ans
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ncnonb3oBaHusa MOCT 28147-89, NOCT P 34.10-2001 n I'OCT P 34.11-94. B
MX 4YNCN0 BXOAAT: 6nodyHoe wudposaHme no MNOCT 28147-89 B pexume
cuenneHus 6nokoB (pexume CBC), peXuMbl AOMOJSIHEHMS [AaHHbIX AN
6noyHoro wudgposaHnsa no FOCT 28147-89 B pexumme CBC, kntoueBoe
xswmnpoBaHne (HMAC Ha 6a3e TOCT P 34.11-94), npeobpa3oBaHue Ktoua
M CUHXPOMOCHbUIKM nocsie o6paboTkm odepeaHbix 1 K6 paHHbIX, reHepauwus
nceBpoc/lydyamHon nocnepoBaTenbHocTn (aHanor PRF  Ha 6asze HMAQ),
dopmMmmpoBaHue knwya obmeHa (cornacoBaHus) Ha 6ase FOCT P 34.10-
2001, dopmumpoBaHue Kna4ya akcnopta pabouero knwya, Amsepcudurkayms
KtoYa, aKCNopT paboyero Ksw4ya Ha K/4de 3KcnopTa, aKcnopT pabouero
Kno4Ya Ha knwde obmeHa, Habopbl CTaHAApTHbIX NMapaMeTpoB anaropuTMOB
(Hanpumep, Aana wWudpoBaHUS - y3es 3aMeHbl, pexuMm WwndpoBaHus,
a/IrOPUTM YCJIOXKHEHMS KJto4a), 3a4aBaeMble naeHTudukKaTopamu.

— Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST
R 34.10-2001 algorithms with the Cryptographic Message Syntax (CMS)
(rfc4490) onucbiBaeT UWCMNONb30BaHME POCCUACKUX KpunTorpaduyeckmnx
anropuTMoB B [AOKYMEeHTax, yJosneTBopsiowmx cTaHpgapty CMS
(Cryptographic Message Syntax), B 4aCTHOCTW, NpuMeHseMOM Ansl obMeHa
3aWMUWEHHBIMM  COOBLWEHNAMM NO 3JIEKTPOHHOM TMOYTEe W  SABASKOWUMCS
CTaHAapTOM NpeAcTaBNEeHUsS 3JIEKTPOHHOIO AOKYMEHTa B 3alluLEeHHOM Buae
C WCMO/b30BaHWEM 3/1EKTPOHHOM  MoAMUCH u wudpoBanusa. Ons
wndpoBaHHbIX CoobLleHUt onucaHbl 0ba BapuaHTa: obMmeH Kw4YamMum U
TpaHcnopT kntoya (key agreement u key transport).

— TexHu4yecKuin KOMUTET MO CcTaHhapTulauumm <«Kpuntorpaduueckas 3awimuta
mHdopmauum» (TK 26), «Cuctembl 06paboTkm WHGpopMaumn. 3awumTta
KpunTorpaduyeckas. MeToaunueckune pekomeHaauum no
KpunTorpadunyeckmm anropuTtmam, COMyTCTBYIOLWMUM NPUMEHEHNIO
ctaHgaptoB MOCT P 34.10-2012 u I'OCT P 34.11-2012».

— TexHuMyecKuit KOMUTET MO CcTaHaapTmsauum «Kpuntorpaduyeckas 3sawumTta
MHpopmauum» (TK 26), <«TexHumdeckasa cneuundukaumsa. WcnonbaoBaHue
anroputmMoB [OCT P 34.10, TOCT P 34.11 B npodune ceptudumkata wu
cnucke oT3bBa ceptudmkatoB (CRL) MHDpacTpyKTypbl OTKPbITbIX KKO4eln

X.509».

— TexHuyeckmn KoMUTeT Mo cTaHaapTulauum «Kpuntorpadwuyeckas 3sawumTta
nHdopMauum» (TK 26), «MHdopMaLoHHas TexHonorus.
Kpuntorpaduuyeckas 3awmuTa MHdopMaLun. PekomeHaauum no

CTaHgapTmsauumn. Wcnonb3oBaHne HaboOpoB anroputMoB LWKMEPPOBAHUA Ha
ocHoBe [OCT 28147-89 pns npoTokona 6e30MacHOCTM TPaHCMNOPTHOrO
ypoBHs (TLS)».

— TexHuyeckmn KoMuUTeT No cTaHgapTmsauumm <«Kpuntorpadwuuyeckas 3sawmrta
MHpopMaLunum» (TK 26), «MNHpopMaumoHHas TexHonorus.
Kpuntorpadunueckas 3awmTa MHdopMaLuum. PekomMeHaaumm no
cTaHpapTusauun. Wcnonb3oBaHue anroputmos [OCT 28147-89, TOCT P
34.11 n TOCT P 34.10 B kpuntorpadunyeckux coobueHmsax dopmata CMS».

— TexHunyeckmn KoMuTeT No cTaHaapTmsaumn <«Kpuntorpadwuuyeckas 3sawmrta
mHdbopmauum» (TK 26), «Cuctembl 06paboTkm wuHpoOpMaumn. 3awmTta
kpuntorpadmyeckas. PekomeHgauumm Mo  CcTaHgapTvsauumn. 3ajaHue
napaMeTpoB IANUNTUYECKUX KpuBbiX B cooTBeTcTtBuM € [OCT P 34.10-
2012».

— TexHMYecKkMin KOMUTET MO CTaHaapTmsaumm «Kpuntorpadwuueckas 3sawmrta
nHpopmauun» (TK 26), «Cuctembl 06paboTkn wuHdOpMaumm. 3awmrta
Kpuntorpaduyeckasd. MeToanyeckue pekoMeHAauuuM no 3aJaHuio Yy3/10B
3aMeHbl 6110Ka NoaCTaHOBKM anroputMa wungposaHna FTOCT 28147-89».

— TexHuyeckmn KoMuUTeT no cTaHdapTmsauumm <«Kpuntorpadwuyeckas 3sawmrta
MHpopmauum» (TK 26), «Cuctembl 06paboTkn uHopMaumn. 3awmTa
Kpuntorpadumyeckasa. TexHudeckas crneymdukaums no MUCMNOAb30BaAHMUIO
MOCT 28147-89, NOCT P 34.11-94 n TOCT P 34.10-2001 npu cornacoBaHum
kntodyen B npotokonax IKE ISAKMP».
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TexHnyeckuih KoMuTeT no ctaHgaptTusauum «Kpuntorpaduyeckas 3sawuta
mHpopmauum» (TK 26), «Cuctembl 06paboTkn uHPOpMaumn. 3awmTa
kpuntorpadumyeckasa. TexHudeckass creymdukaums nNo UCMNONb30BaHUIO
OOMOJIHUTENbHbLIX  y3/10B  3aMeHbl [OCT 28147-89 ana wudpoBaHus
BrioxeHun IPsec ESP»

TexHnyeckuih KoMuTeT Mo cTangaptTusauum «Kpuntorpaduyeckas 3sawuta
mHdopmauum» (TK 26), «Cuctembl 06paboTkm wWHGpopMaumn. 3awmTta
kpuntorpadmyeckas. TexHudeckass crneyndukaums NoO UCMNOJb30BAHUID

MOCT P 34.11-94 npu obecneyeHun LENOCTHOCTU B npoTokonax IPsec AH u
ESP.
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8. Ucnonb3zoBaHune CK3U c nporpaMMHbIMU NpoAyKTaMu
pa3zpaborkn 000 «KPUMNTO-NMPO»

CK3M mMoxeT uCnosb3oBaTbCs COBMECTHO CO CAeaylwuMyM MNporpaMMHbIMM  MPOAYKTaMu
pa3paboTkn OO0 «KPUITO-TPO>»:

— «Kpuntollpo YL>»;

—  «Kpuntolpo OCSP»;

—  «Kpuntollpo TSP»;

—  «KpuntoAPM»;

—  «Kpuntollpo SSF»;

—  «Knunent Kpuntollpo HSM».
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9. BctpanBaHune CK3U

ApxutekTypa CK3W obecneuynmBaeT BO3MOXHOCTb €ro BCTPauMBaHUSA B pas/iMUHblE MPOrpaMMHO -
annapaTHble cpejbl.

CK3M m™oxeT 6bTb MCMNOAL30BAHO MNPUKAAAHBIM MNPOrpaMMHbIM obecrnedyeHMeM C MOMOLbIO
3arpysku Moayns BbBoBOM (yHkuumm Loadlibrary(). Ong 3Tux uUenen B KOMMAEKT MOCTaBKMU
BKAoUaeTcsa pAokymeHT XTSAM.00087-03 96 01. «PykoBOACTBO MporpaMMucTa», OMUCbIBAOLWLMIN
cocTtae GyHKkumnm u TectoBoe [1O. MNpu Takon peanusaumm npuknagHoMmy [MO [oCTyneH AuwWwb
OrFpaHUYEHHbIM  HAabop  HM3KOYPOBHEBbLIX  KpunTorpauueckmx  @yHKULMUA, COOTBETCTBYHOLLUN
uHTepdelicy Microsoft CSP.

Mpn wncnonesoBaHum CK3WN noa ynpaBneHWeM oOnepaumoHHOM cucTembl iOS  3arpyska
6nbnnotek npm nomown dyHkumn LoadLlibrary() HeBo3MoxHa. [nsi 3ToM onepauWOHHON CUCTEMbI
BCTpaMBaHMe [AOJIHKHO MNPOM3BOANTBCS B COOTBETCTBUM C [AOKYMeEHTauueln, Bxoasdwer B COCTas
dperimBopka ansa  pa3paboTku. [porpaMMHbIi  MHTepdelic, npepocTaBnsembii CK3U  nopg
ynpasneHnem i0S, Takxe onucaH B AokyMmeHTe <«XKTAN.00087-03 96 01. Kpuntollpo CSP.
«PyKoBOACTBO MporpaMMuUcTa» M COOTBETCTBYET MHTepdency Microsoft CSP.
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10. UIcnonb3oBaHue nHrepcgenca CryptoAPI 2.0

CK3M MoxeT 6bIfb MCNONb30BAHO MPUKAAAHBbIM MNporpaMMHbiM obecnedeHneMm (Kak u nwbon
Apyron kpuntonposangep, nocTtaBnsemMbm ¢ OC Windows) u4epe3 wuHTepdeinc CryptoAPI 2.0
(onucaHue npeacTaBneHo B AgokyMmeHTauum Microsoft Developer Network (MSDN)). B aTtom cnyuae
cnocob Bbibopa KpunTorpaduyeckoro aaroputmMa B MNPUKIAAHOM MPOrpaMMHOM obecrnevyeHun MOXeT
onpenensaTbCcs MHpopMaumen, copepxalencsa B cepTudmkaTax oTKpbITbiX Kaoden X.509.

Ncnonb3oBaHue mHTepdenca CryptoAPI 2.0 B OC Windows npecneayeT cregyowime uenu:

— obecneyeHne pocTyna K KpuntorpaduyeckuMm @yHKUMAM Ha nNpuKiaaHoOM
YpOBHe (reHepauus Kiw4yeln, cosgaHue/rnpoBepKa 3/EKTPOHHOM noanucw,
wndpoBaHue/pacwumndpoBaHne AaHHbIX). OTa Ueb AOCTUraeTcs nyTem
N30/1MPOBaHMUS NpuKIagHoro YPOBHS oT YPOBHS peanusauunm
Kpuntorpadpunyeckmnx @yHKUuA. [pu 3TOM NpuKIagHbM NporpaMMmMcTaM He
HY>KHO JeTajibHO Wu3y4daTb OCOBEHHOCTW peanusaumm TOro WM MHOIO
anropuTMa MM U3MeHATb KOA B 3aBMCUMOCTW OT anropurMa.

—  VM30/IMPOBaHWE MNPUKIALHOMO YPOBHA OT YPOBHS KpunTorpaduyeckmnx
dYHKUMA C BO3MOXHOCTbK  WCMOAb30BaHWUSI  pa3HbiX ajiropuTMOB B
pas3/IMYHbIX MX peanusauusix, BKIOYas annapaTHble.

Ha Unix-nnatdopmax noacuctemMa nporpaMMHon COK  AOMNOSHUTENBbHO  KOMMIEKTYyeTCs

moaynem capilite, KoTopbi® COOTBETCTBYeT noaAMHOXecTBy WHTepdenca CryptoAPI 2.0 wu
obecneynBaeT Te xe nHTepdencHole dyHkuum B 3Tnx OC, yto n B OC Windows.

10.1. Ba3oBble kpuntorpacpunueckme QPyHKUUU

K 6a30BbIM (pYHKLUSM OTHOCSATCS:

—  OyHKUuM uHUUManmsauum (paboTbl C  KOHTEKCTOM). 3TU  YHKUUM
NpefoCTaBAAT  MPUIOXEHUIO  BO3MOXHOCTb  BblbpaTb  onpeaesieHHbIN
Kpuntonposaihiaep no Tuny MMeHU unm no TpebyemMon dyHKLNOHANBHOCTM.

—  O@OYyHKUMM TreHepauum kawoYen. DT DYHKUMM  NpefHa3HadeHbl  Ans
¢dopMMpoBaHNA W XpaHEHUS KpUMTorpaduyecKux Ki4en pasinydHbIxX
TWMOB.

—  O@®yHKUMn obMeHa Ka4YaMu. T PYHKUMN NpeaHa3HayeHbl Ans Toro, Ytobbl
MpuUNoXeHnss MO  OBMeHMBATbCS  Pas3/iIMYHbIMM  TUMNAMKU  KJIIOYEBOM
mHdopMauum ana obecneyeHns B3auMoOLENCTBUA Mexay CO60M.

Mo cBoein dyHKUMOHaNbHOCTN 6a3o0Bble dYHKUMM AYO6ANPYIOT HU3KOYPOBHEBLIA UHTEpdenc
CSP.

10.1.1. OYHKUMM KOOMPOBaHUS/AeKoanpoBaHus

[JaHHble QyHKUMM npegHasHadeHbl Ana npeobpasoBaHua (KOAMPOBAHWUSA) U3 BHYTPEHHero
npeacTaBneHns ob6bekToB, mcnonbdyembix B CryptoAPI, Bo BHelwHee npeacTassieHne n obpaTHo. B
KayecTBe BHELWHero npeacTaBfeHmsa o6bekToB ucnonbdyercs ¢opmat ASN.1 (Abstracy Syntax
Notation One), onpegeneHHbli cepuen pekoMmeHaauumin X.680. K sTol xe rpynne ¢yHKUMA MOXeET
6bTb OTHeCeH Habop ¢YHKUWI, MO3BOASKOWMX pacwmputb GyHKUMOHanbHOCTb CryptoAPI 2.0 nyTem
peanusauum n permctpaumnm cob6CcTBEHHbIX TUMNOB 06BHEKTOB.

10.1.2. OyHKUMM paboTbl CO CNpaBOYHMKAMWN CEPTUPUKATOB

Ota rpynna @YHKUWIA nNpedHa3HayeHa AN XpaHeHnsa u  obpaboTkm cepTudumkaToB B
pPa3fiNYHbIX TUMNAx CNpaBOYHMKOB. B KayecTBe CMNpaBoOYHMKA MOryT WCMNONb30BATbCS Camble
pasfiMyHble TuUnbl XpaHuauw,: oT dawnna o LDAP.
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10.1.3. BbicokoypoBHeBble pyHKUMM 06paboTkn Kpuntorpaduueckmnx
coobueHnn

OT1a rpynna dyHkuun (Simplified Message Functions) B nepBylo ouyepenb npegHasHadeHa Aans
MCMONIb30BaHMA B MpUKIagHOM mporpamMMHoM obecneyeHun. C nx nMOMOLLbIO MOXHO:

— 3awwudpoBaTb/pacwmndpoBaTtb coobuweHns OT OAHOr0 nonb3oBaTens K
Apyromy;
— noamnvcaTb AaHHble;
— MpoBEpUTb MOAMUCH AAHHbIX.
O™ dyHKuMn (Kak M GYHKUUM HU3KOro YPOBHS) OMNEpUpYT cepTudukaTtamm OTKPbITbIX
knoven X.509 apna appecauum oTnpaBuTens/nonydaTtens AaHHbiX. B kavecTBe dopmaTa AaHHbIX
ncnonbsyetcsa dopmat PKCS#7 nnn CMS.

CK3M Kpuntolpo CSP v 4.0 R4 noppepxuBaeT cepTuduKaTbl OTKPbITbIX K/OYEN CTaHpapTa
X.509v3 cornacHo RFC 5280 «Internet X.509 Public Key Infrastructure. Certificate and Certificate
Revocation List (CRL) Profile» c¢ yuyetom RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-
2001, and GOST R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate
and CRL Profile», a Takxe pAOKyMeHTa TexHMYEeCKOro KOMUTETa N0 CTaHAapTulaumm
«Kpuntorpadumyeckas  3awuTa nHpopmauynun» (TK  26), «TexHudeckas cneundukaums.
Ncnonb3oBaHue anroputmoB NOCT P 34.10, TOCT P 34.11 B npodwune ceptudukata n cnmcke oT3biBa
ceptudmkaToB (CRL) MHPpacTpyKTypbl OTKPbITbIX Kat4ern X.509».

CK31 Kpuntollpo CSP v 4.0 R4 nopaepxuBaeT dopMaT Kpuntorpaduyecknx coobieHunin
cornacHo RFC 3852 «Cryptographic Message Syntax (CMS)» ¢ yuyetom RFC 4490 «Using the GOST
28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with
Cryptographic Message Syntax (CMS)», a Takxe JAOKYMeHTa TexHM4YeckKoro KomuTteTa no
cTaHgaptmsaumm «Kpuntorpaduueckas 3awmta uHopmaumm» (TK 26), <«UHopmMaumoHHas
TexHonormnsa. Kpuntorpadwuueckas 3awwmta uHdboOpMauum. PekoMeHgauumM no cTaHAapTusauuu.
Ncnonb3oBaHue anropmutmoB FOCT 28147-89, TOCT P 34.11 n ITOCT P 34.10 B kpuntorpadunyeckux
coobuweHunsax dopmata CMS».

10.1.4. Hu3koypoBHeBble dyHKUMM 06paboTkm Kpuntorpaduyeckmnx coobieHun

OaHHasa rpynna ¢yHkuun (Low Level Message Functions) npeaHasHadeHa 475 aHAaNOMMYHbIX
uenen, 4Tto M rpynna BbICOKOYPOBHEBbIX GYHKUMA, HO obnagaer 6onbwein GYHKLMOHANBHOCTLIO.
BmMecTte ¢ TeM, 6onbwas @yHKUMOHANBHOCTbL TpebyeT OT npukaagHoro nporpamMMucta 6onee
AeTanbHbIX 3HaHWI B 06n1acTu NpUKNaaHOM KpunTorpadun.

10.2. Ucnonb3zoBaHne COM uHTepcdencoB

CK3M moxeT B3aumogencteoBaTtb co cneayrowmmm COM mHtepdencamm paspaboTku Microsoft:

- CAPICOM;

— Certificate Enrollment Control;
— Certificate Enrollment API;

— Certificate Services.

10.2.1. CAPICOM

CAPICOM (peanusoBaH B danne capicom.dll) npepoctasnser COM wuHTepdelic,
MCMONb3YOWMA oCHOBHble (yHKUMM CryptoAPI 2.0. DTOT KOMMOHEHT aABAsieTCs Ao6aBNeHUEM K yXe
cywecTtsytowemy COM wuHTepdeiicy Certificate Enrollment Control (xenroll.dll), koTopbii peannsyroTt
KAMEeHTCKue @YHKUWUM reHepauumm Kil4en, 3anpocoB Ha cepTudwukaTel n obmeHa ¢ LleHTpom
CepTudukauumn.
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CAPICOM no3BonsieT ucnonb3oBaTb QYHKUMM GHOPMUPOBAHMSA U TMPOBEPKU DNEKTPOHHOM
noANUCK, MNOCTPOEHUS M MNPOBEPKM LEMNOYEeK CepTUPuUKaAToB, B3aMMOAENCTBUSA C pas3/INyHbIMU
cnpaBo4YHMKaMn cepTtudukaTtos (Bkawudas Active Directory) ¢ wmcnonb3oBaHueMm Visual Basic, C++,
JavaScript, VBScript n cpeabl pa3zpabotkum Delphi. Ucnonb3osaHne CAPICOM no3BonsieT peanmsoBaTtb
(YHKLMOHANBbHOCTb «TOHKOro» K/IMeHTa B MHTepdelice 6pay3epa Internet Explorer/Microsoft Edge.

CAPICOM gBnsetcs cBob0aHO pacnpocTpaHsieMbiM, U nocTaBfaseTca B cocTtase Redistributable
MHCTPYMeHTapusa pa3spaboTtumka Microsoft Platform SDK.

10.2.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepgeric Certificate Enrollment Control (peanusoBaH B daiine xenroll.dll)
npegHasHavyeH Ans UCMNOoSb30BaHMA OrpaHuyeHHoro konudectsa dyHkumin CryptoAPI 2.0, cBsi3aHHbIX
C reHepauuen Kkiw4yen, 3anpoCcoB Ha cepTudwukaTtbl U 06paboTKoi cepTUPUKATOB, MONYYEHHbIX OT
LeHTpa CepTuduvkaumm C MUCNOMb30BaAHWEM £3bIKOB nporpammmpoBaHuns Visual Basic, C++,
JavaScript, VBScript un cpeabl pazpabotku Delphi.

3TOT uHTepdelc MCNonb3yrT pasnnyHble LleHTpbl Ceptudumkauum (VeriSign, Thawte u 1. 4.)
npu ¢opMmnpoBaHMM 3anpocoB Ha cepTudUKaT nonb3oBaTenen Ha nnatdpopme Windows Server 2003.

10.2.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012
R2/10)

WHTepdeincol  Certificate  Enrollment API  (peanu3oBaHHble B danne certenroll.dll)
npeAHa3Ha4yeHbl A/ reHepauum KJ4del, 3anpocoB Ha cepTtudukaTtbl, 06paboTku cepTudukaTos,
nony4eHHolx oT LleHTpa CepTudunkaummnm ¢ MCNONb30BAHMEM Pa3/INYHbIX S3bIKOB MPOrpaMMMpPOBaHUS.

OTOT MHTepdenc mcnonab3yrT pasnmdHbie LleHTpbl Ceptudmkaumm (VeriSign, Thawte n 1. 4.)
npn ¢GopMMpoBaHMM  3aMpoCcoB Ha cepTudukaTt nosb3oBatenen Ha nnatdopme Windows
2008/7/2008R2/8/2012/8.1/2012R2/10.

10.2.4. Certificate Services

Certificate Services BkntoyaeT B cebss Heckonbko COM mHTepdencoB, NO3BOASOWMX U3MEHUTD
dyHKUMOHanbHOCTL LleHTpa CepTudwukauum, sxogawero B coctas OC Windows Server. lNMpu nomoum
AaHHbIX MHTEP(dENCOB BO3MOXXHO U3MEHEHME:

— cnocoba o06paboTkm nocTynakwwmx OT MOoNb30OBaTENEN 3anpoCOB Ha
cepTudmkaThbl;

— CcOCTaBa pAaHHbiX (B TOM uyucne pgonosiHeHwuit X.509), 3anucbiBaeMbiX B
n3gaBaeMble LEeHTpoM cepTudurKaThl;

— cnocoba nybankaummn (XxpaHeHust) U3gaHHbIX LEHTPOM cepTudUKaToB.

10.3. Ucnonb3zoBaHne CK3U B Beb6-6pay3sepax

Kpuntolpo CSP moxeT 6bmb mMcnosb3oBaHo B Beb-Hpaylepax Ha pasMYHbIX MNPOrpaMMHO-
annapaTHbiX nnatdopMmax nyTém BbBoBa GyHKkUM «Kpuntollpo SUIM Browser plug-in», Bxoaswero B
coctaB «Kpuntolpo PKI SDK» (MAK «Cnyx6bl YL»).

«Kpuntolpo 3UM Browser plug-in» coaepxut koMmnoHeHTy ActiveX ana pabotbl B Microsoft
Internet Explorer/Microsoft Edge v nnarmn NPAPI ana apyrux sBe6-6pay3epoB, noadepXuBatoLmx
AaHHbIM  mMHTepdenc BCTpamBaHusa rmnarnHoB. @OyHkumn CK3WM MOXHO BbBbiBaTb M3 CLEHapueBs
JavaScript, cogepxawmxcsa B otobpakaemol Beb-6pay3sepom cTpaHuLe.

MoapobHas MHpopMaums AOCTYynHa CcTpaHuue nnarvHa no agpecy
http://www.cryptopro.ru/products/cades/plugin.

10.4. Nopanepr>xka npotokona TLS
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Moaynb NoaAepXKW CceTeBOM ayTeHTudMKaunumM No3BONSET peanm3oBaTb 3alULEHHDbIA CETEBOW
MPOTOKON B COOTBETCTBMM C pekoMeHgauusmm RFC 2246 «The TLS Protocol. Version 1.0» nu
«TexHM4yecKuih KoMmuTeT No cTaHgapTusauumm <«Kpuntorpaduyeckas 3sawuta uHdbopmauum» (TK 26),
«MHbopMaunoHHaa TexHonorus. Kpuntorpadwuueckas 3awmrta WHopMmauumn. PekomeHaauun no
CTaHgapTmsauun. Mcnonb3oBaHne HabopoB anroputMoB WKgpoBaHus Ha ocHoBe OCT 28147-89 ans
npoTokona 6e30nacHOCTM TpaHCNopTHOro ypoBHA (TLS)». Moaynb obecneumBaeT ABYCTOPOHHIO M
OAHOCTOPOHHIOI ayTeHTUMDMKALMIO NPUIOXKEHUIA MPU NX B3aUMOAENCTBUM MO CETU C MCMNOSIb30BaHMEM
anroputMa 3l 1 cepTUPUKATOB OTKPbITbIX KAOYEN, a TakxXe WudpoBaHUe AaHHbLIX, NepeaaBaeMblX B
CeTeBOM COEAUHEHUN.

MpuknaaHoe nporpaMMHoe o6ecrneyeHne MOXET WCMoNb3oBaTh npoTokon TLS ana
ayTeHTUDUKALMN U 3alUKUTbI AaHHbIX, NepefaBaeMbiX N0 CO6CTBEHHbLIM MpOTOKOMaM Ha ocHoBe TCP/IP
n HTTPS.

Mpotokon TLS (Transport Layer Security, cneuudwukauma IETF - RFC2246) oOTHoCUTCA K
cpeacTtBaM 3awuTbl NpuknagHelx naketoB Microsoft Internet Explorer/Microsoft Edge, Internet
Information Services (IIS), Microsoft SQL Server 2000 1 COM+. OH obecneumBaeT ayTeHTUdMKaLUIO
CBS3bIBAKOLWNXCA CTOPOH, KOHMMAEHUNANbHOCTb UM UESIOCTHOCTb nepecbuiaeMon  MHbOpMaLUK.
AyTeHTudunkaums obecrnedymBaeTCcsd WMCMNOMb30BaHMEM cepTudukaToB cTaHaapta X.509 (B cpepax c
CunbHOM ayTeHTudMKaumen), KoHDMAEHUMANBbHOCTE — LWW(POBAaHUEM TMeEpechbUiaeMbiX AaHHbIX,
UENOCTHOCTb — TMNpUMEHEeHMEM X3W-GPYHKUMN WU Kopa ayTeHTudukauum coobuweHus (Message
Authenticity Code, MAC).

Ons nopgkntouyeHus no npotokony TLS mcnonb3yeTtcs npedukc https, npm aTtom obo3peBaTenb
Web-cepBepa no yMmonuyaHumio 6yaet noaknoyaTtbcss K nopTy TCP 443 BMeCcTO CTaHAApTHOro rnopTa
TCP 80. Ecnu cepBep He noagepxumBaeT npoTtokon TLS, coeanHeHne He ycTaHaBIMBaeTCH.
MpuMeHeHne npoTokonoB SSL/TLS (SSL - 6onee paHHWME Bepcunm MpPOTOKONA) MOKasaHo B
Tabnuue 10.4.1.

Ta6nuua 10.4.1 - NMpumeHeHne npoTtokona SSL/TLS

MpoTokon MopT Onuncanue

HTTPS 443 HTTP no SSL/TLS

SMTPS 465 SMTP (anekTpoHHas noyta) no SSL/TLS
NNTPS 563 NNTP (HoBOCTM) no SSL/TLS

LDAPS 636 LDAP (oOCTYN K kaTanoram) no SSL/TLS
POP3S 995 POP (anekTpoHHas no4yta) no SSL/TLS
IRCS 994 IRC no SSL/TLS

IMAPS 993 IMAP (anekTpoHHas noyta) no SSL/TLS
FTPS 990 FTP (nepepava cdannos) no SSL/TLS

Ons Toro, utobbl npotokon SSL/TLS pelictBoBan, Web-cepeep pomkeH uMeTb napy
cepTudUMKaT OTKPbITOro KJtoua/3akpbmbin KNod. Bnageneu ceptudukaTta AO/MKEH NOATBEPAUTb, UTO
OH SIBNISieTCS BNajesnblLeM 3aKpbITOro Kjw4ya, CBSA3AHHOroO C cepTudurkaTtoM. ITO AaeT BO3MOXHOCTb
KJIMEHTY ayTeHTUdUUMPOBaTbL CepBep, C KOTOPbIM OH XO4eT CBA3aTbCS.

B npouecce B3aMMHOWM ayTeHTUdUKaumn:
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— BbINOSHAETCH  KpunTorpaduyeckas npoBepka Hanumuus Yy  cepBepa
3aKpbITOro K/4a, COOTBETCTBYIOWEro OTKPbITOMY K4y, YKas3aHHOMY B
ceptudmkaTe;

— NpoBepsieTcsa CTeneHb AOBEpUs usgaTtento ceptudukara;

— rpoBepsieTCcsl, He UCTEK /I CPOK AENCTBUSA cepTudukaTa;

— rpoBepsieTcs, He O0To3BaH /M ceptudwukaTt; no ymondaHumwo Internet
Explorer/Microsoft Edge 3Ty nmpoBepKy He BbinoAHAeT — 3To Aenaet IIS.

Ecnn mobas u3 ykasaHHbIX NMPOBEPOK MPUBOAUT K OTpULATENBHOMY pe3ysbTaTy, Nofib30BaTelb
nosydyaeT npeaynpexaeHne M MoXeT pasopBaTb coeaMHEHME (3TO PeKOMEHAYEeTCs CAenaTh).

[JOCTUrHYB [0Bepusi, CTOPOHbl BblpabaTbiBalOT CEAHCOBLIA KJ/IIOY, Ha OCHOBE KOTOpOro
obecneumBaeTcsa WKdpPOBaHME AaHHbIX B TEYEHME CeaHca.

10.4.1. OCHOBHbIe NMOHATUA NpoTokona TLS

Mpotokon TLS npegHasHavyeH pana obecneyeHna kKpuntorpaduyeckmmm cpeacTBamu
ayTeHTudukaumm otnpasutens (kaveHTa) W agpecata (cepBepa), KOHTPOAS LEJOCTHOCTU U
wWndpoBaHUa AaHHbIX MHPOPMALMOHHOIO obMeHa.

AyTeHTuduKaums OnNuuoHanbHO MoXeT O6bmMb OAHOCTOPOHHelN (ayTeHTuduKaums cepsepa
KJINEHTOM), B3auUMHOW (BCTpeYyHas ayTeHTUdMKauua cepBepa U KJIMEeHTa) WM HE UCMNOJIb30BaTbCS.

Nepapxus unHpopMaumoHHOro obmeHa BkJOYaeT B cebsa ceccun, COeaMHEeHUs U MOTOK
coobweHnn B coeauHeHuun. MoTok coobweHuin npu 6onbwon pnvHe pasbmBaeTcsa Ha dparMeHTbl C
nakeTHon nepepadven ¢dparmeHToB. B opHOM ceccum MoxeT O6bMb peann3oBaHO HECKObKO
coegMHeHMN, TMpoOU3BOJSIBHO pa3HECeHHbIX MO BpeMeHU. B Kaxaom coeauHeHunM MoxeT 6bmb
06paboTaH HeobxoaMMbIA MOTOK COOBLLEHUIA.

Ceccus xapakTepusyeTcsl CleayowmMmn aTtpubyTamm:

—  unaeHTudukaTtop ceccumn (cnydyamHoe uucno, 32 6anta, 3a4aeTCcs CEPBEPOM
npu OTKPbITUM Ceccun);

- MeTo4 KOMMpeccuu;

- cepTtudukaTt cepsepa (onumnoHanbHO);

— cepTudukaT kKaneHTa (OnuMOHaNbLHO);

- cneuudwmkaumsa  anropuTMOB U MapamMeTpoB  3awutbl  (aNrOpUTMbI
wndposaHunsa n MAC, kpuntorpadumyeckme napameTpsbl);

- master secret (uMcnonb3yeTcs nNpu reHepauum Kawo4yen wnudpoBaHus,
kntodelr MAC, BEKTOPOB MHULManMsauum);

— ¢nar, paspewaroLwimii/3anpeLlatowimi HoBble COeAMHEHUS] B CeaHce.

Ceptudukatel npeacrtasnsiotTcsd B cTanHgaapte X509. v3. Cneuudwukauus anroputMoB W
napaMeTpoB 3aluUTbl MOXET MEHATbLCA B TEYEHNE CECCUM.

CoeaviHeHVe xapaKTepusyeTcsa craeaylowmmn atpubytamu:

— client_random - cnyuyanHble 32 6aliTa, 3alaBaeMbie KJIMEHTOM;

— server_random- cnydainHble 32 6anTa, 3aJaBaeMble CEpPBEPOM;

- client write MAC secret (kN4 KAMeHTa ANS BbMUCEHUSA 3HAYEHUS
KJtlo4eBOn XaW-QyHKUWN);

— server write MAC secret (knw4 cepBepa A4na BbMWUC/EHUS 3HadYeHUs
KJIHOUEBON X3 W—(YHKLNN);

— client write key (knto4y, ucnonb3yembii gnsa WNGPOBAHUA AAHHbBIX KJIMEHTOM
M pacwmdpoBaHnsa NX CcepBepoMm);

— server write key (Kknw4, WCNOMb3yeMbin Ansd WUGPOBaHMUA  AAHHbIX
cepBepoM U pacwmdpoBaHUSA UX KIIUEHTOM);

— client write IV, server write IV (BeKTOpbl MHULMaNM3aunum, UCNOSb3yEMblE
K/INEHTOM M CepBEpPOM COOTBETCTBEHHO);

— TMOpSIAKOBLIN HOMep coeauHeHus (NoAAEPXMBAETCS He3aBuCUMO  Ans
nepegaBaeMbiX U MPUHUMAEMbIX COOBLEHNIA).

24



XKTAN.00087-03 90 01. Kpuntollpo CSP. OnucaHue peanusauumm

BekTop uMHMUManNM3auuu 3afJaeTca AN nepBoro dparMeHTa COO6LLEHUS B COEAMHEHUWN; ANS
nocneaywolmnx GparMeHTOB  BEKTOpP  MHMUManusaumum  hopMupyeTcs U3 KOHeYHoro  6/oka
3aWn@poBaHHOrO0 TeKCTa Npeabiayllero gparmeHTa.

MopsakoBble HOMEpa COEAMHEHWI MOALEPXMBAKOTCS He3aBUCMMO ANa NepejaBaeMblX U
MpUHMMaeMblX coobueHmn. [llpyn CcMeHe ceccun, U3MEHEHUM crneyndukaumm anroputMoB W
rnapamMeTpoB 3allMTbl HyMepauns coeanHeHuin HauymHaetcsa ¢ 0; amanasoH Hymepauun: 0 = 264-1,

CoeanHeHMe accouumMpyeTcsl C 04HOM ceccuen.

AnroputM npeo6pasoBaHus MHdOpMauuUM Npu O0BMEeHe C MCMonb3oBaHMEM MpoTokona TLS
BKJIIOYAET cneaylolme onepauumu:

— npueM OT nMnpOTOKO/Sla BEPXHEro YPOBHS MOTOKa He WHTeprnpeTupyeMbixX
AaHHbIX B 6/710Kax Npou3BONLHOIO pas3Mmepa;

- (parmeHTaums MPUHATbBIX C BEpPXHEro YPOBHS AAHHbIX B
CTPYKTYpupoBaHHble 650okn  (dbparmeHTbl) npoTokona TLS. Pasmep
dbparmeHTa - He 6onee 2% Gait;

— KoMmnpeccus dparmMeHToB (OMNUMOHAJBHO);

— BbMMUCNEHMe 3HauyeHus knwdveBon xaw-dyHkumm (MAC) oT KOHKaTeHauum
KJtoda  xaW-@QyHKUMW, TuUNa KOMMNPEeCcCUu, ANUHbl KOMMPECCUPOBAHHOIO
dparmeHTa, KOMNpeccuMpoBaHHOro ¢parMeHTa M 3aAaHHOM KOHCTaHTbI;

— KOHKaTeHauuss dparMeHTa W pe3ysbTaTa BbMUCAEHUS 3HavyeHus XaL-
dYHKUMN OT Hero (paclumMpeHHbin dparMeHT);

— 3awundpoBaHMe paclumpeHHoro dparmMeHTa (ONUMOHAIbLHO);

— pobaBneHwe OTKPbLITOro 3aronoBKa, cogepxawero Tvn coobuweHus (oanH
6anT), Bepcuo npotokona TLS (aBa 6aiita) v AAMHY KOMOPECCUPOBAHHOMO
dparmeHTa.

Mpu npueme nHdopMaumn NpuMmeHseTcs obpaTHasa nocaenoBaTesIbHOCTb onepauuni.
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[MoTOK AaHHbIX {) %

®parMeHTMPOBaHHbIN MOTOK AAHHbIX

OparmMeHT

CxaTbln pparmeHT

PaclwmpeHHbI hparMeHT MAC

3awnd poBaHHbIM pacwmpeHHbIi dparMeHT

[ob6aBneHne OTKpbLITOro 3arofioBka

PucyHok 10.4.1 — AnropurM npeo6pasoBaHua uHdbopMauum npum obmeHe c
ucnonb3oBaHueMm nportokona TLS

B npoTtokone TLS mncnonb3yTcs creayowme Tunbl COOOLLEHNIA:

— Hello message (ClientHello, ServerHello);

— Change cipher specs message (M3MeHeHue crneyndukKaumm aaropuTtMoB U
rnapamMeTpoB 3aluuThbl);

- Key exchange message (nepegava kitoda obMeHa kno4amum WNgpoBaHUS w
MAC knueHTa, cepsepa);

— Alert message (npeaynpexaeHue, onoBeweHne o daTanbHOM owmnbke);

— Application_data message (nepenada AaHHbIX);

— Finished message (coobuweHne 0O BO3MOXHOCTM paboTbl B CO34aHHOM
ceccumn).

Mpotokon TLS gBnseTcs ABYXYPOBHEBbIM WM AENCTBYET HaA TPAHCMOPTHbIM MpoTokosoM. K
nepBoMy ypoBHK oTHocaTca TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol.
Ko BTOpoMYy ypoBHtO oTHocutcsa TLS Record Protocol.

TLS Handshake Protocol obecneumBaeT mHuUManusauuto ceccum (CoeanHEHus) BbINOSIHEHMEM
cneaywwmx onepauum:

— KJMEHT M cepBep gorosapuBaroTcs 06 Mcnosb3dyeMbix B CECCUM anropuTMax
M napaMeTpax 3aWwuTbl, OOBMEHMBAKTCHA  CJYyYaWHbIMM  BEINYMHAMMU
client_random, server_random, pgoroBapuBatoTcsi, 6yayT WM HET HOBble
coeNHeHuns;

— npousBoauTCcsa obMeH cepTudukaTamMm [na ayTeHTUUMKauMWM KIneHTa W
cepBepa (No 3a4aHHbIM OMUUSAM);

— KJIMEHT reHepupyeT Cly4yallHyl0 BenM4ymHy pre_master secret, wudpyet ee
W nepenaeT cepBepy.
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— K/MEeHT n cepBep no pre_master secret, client_random n server_random
dopmupytoT master secret (Habop HeobxoaAMMOWM KNHOUYEBOW MH@OpPMa LK)
ceccumn.

TLS Handshake Protocol pa6oTtaer no cneaywowein cxemMe, nNpeacTaB/ieHHOW Ha
PucyHke 10.4.2.

Client > ClientHello > Server

YcTaHoBKa BEpPCUMM MPOTOKONa, AEHTUbMKaTopa CeCcCUm, HauyanbHoro Habopa anropuTMoB 1
napamMeTpoB, MeToAa KOMMpPEeccuu.

ServerHello
Certificate
Client < Certificate Request < Server
Server Key Exchange

ServerHelloDone

CepBep nocbinaer (onuMoHanbHO) CBOM cepTuUdmMKaT 1 3anpawmneaeT (ONuMoHanbHO) cepTudukaT
KNveHTa, nepegavya Ciy4yanmHoOM BenndnHbl server-random.

Certificate
Client Key Exchange > Server
Certificate Verify

A\ 4

Client

KnueHT nocbinaeT ceoii ceptudumkaT (ecnu 6bin 3anpoc cepBepa) Ecnu ceptudmkara y KnmeHTa
HeT, oH nocbinaet Certificate Verify.

) .| Change Cipher Spec R s
Client > Finished > erver

) P Change Cipher Spec | s
Client < Finished < erver

Bbi6op anropMtMoB 1 NapaMeTpoB AN1S yCTaHaBAMBaeMoOW ceccumn, 3aBeplieHme Handshake
(«pykonoxaTus»).

PucyHok 10.4.2 - Cxema pab6orbl TLS Handshake Protocol

10.4.2. Moaynb ceteBon ayteHTUdUKaumm «Kpuntollpo TLS»

Moaynb ceteBon ayTeHTudumkaumm «Kpuntollpo TLS» peanusoBaH Ha 6ase nportokona TLS
v.1.0 M poCCUNCKMX CTaHAaApPTOB Kpuntorpaduyeckor 3awmTbl KoHdbdmAeHUMaNbHON WHDOpPpMaL UK
(anroputmbl wndposaHua B cooTBeTcTBMM ¢ [TOCT 28147-89, anroputmbl BbipaboTKM M MNpPOBEPKU
3N1eKTPOHHOM noanucn B cooTBeTcTBUM ¢ TOCT P 34.10-2001 mn TOCT P 34.10-2012, anropuTMbl
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XawmnpoBaHusa B cooTtBeTcTBMn € TOCT P 34.11-94 u ITOCT P 34.11-2012). Wcnonb3lyeTcsa Takxe
anroput™m Aunddun-XennmaHa OTKpbITOro pacnpegenenus kawyen Ha 6aze MOCT P 34.10-2001 n IOCT
P 34.10-2012.

AyTeHTudurKaumnsa KameHT-cepBep MoXeT bbb 0AHOCTOPOHHEN N ABYCTOPOHHEN.

O,D,HOCTOpOHHﬂFI aYTeHTVId)VIKaLI,VIﬂ obecneumBaeT MUHUMAJIbHO HEOBXOAUMBIN YPOBEHb
3aWnTbl, N BKJIIOYAET B cebs:

— obsazaTenbHylo ayTeHTUdMKaunio cepeepa 6e3 ayTeHTUdMKaLUN KINEHTOB;
wndpoBaHue Tpadunka Mexnay KJIMEHTOM U CepBepoM.

Mpn paboTe B [aHHOM pexuMe CcepBep Ha 3Tane <«pyKonoxaTus» He 3anpawmusBaeT
cepTudmKaT KIMEHTA W yCTaHaB/IMBAETCS «aHOHMMHOE» 3alluleHHOe coeauHeHue. B aToM criydae
KJIMEHT MOXET He MMEeTb 3aKpbToro KJjkya W cepTudukata, OAHAKO MNpU 3TOM OH JMWaeTcs
BO3MOXHOCTU (POPMMPOBATb INEKTPOHHYK MOAMUCH MNOA AOKYMEHTaMu. PeXmMm C OAHOCTOPOHHENR
ayTeHTudUKaumen cepeepa MOXET MWCNOoMb30BaTbCA AN MpPeaoCTaB/eHMS HEKOTOpOW rpynne
nonb3oBaTtenen KoHdbuaeHuManbHOM KWHMOPMaALMM HaA OCHOBAHMW NApPOJSIbHOW 3aWuTbl, OAHAKO
naposb B 3TOM chay4dae O6yper npeabaBAsTbCS MNOSb30BaTeNleM TOSIbKO MOC/e YCTaHOBJIEHUS
3awmueHHoro  TLS-coeauHeHnsas ¢ Web-cepBepoM, 4TO nMoBblLaeT YpOBeHb 3aWuTbl OT
HECaHKLMOHMPOBAHHOIO AOCTyna MO CpaBHEHWIO C nepegadelrt naposs Mo OTKPbTbIM COEAMHEHUSM.
Mpu OJHOCTOpPOHHEN ayTeHTUdMKauMM cepBep 3anpawuveBaeT cepTudukKaT KAMEHTa, HO ero
OTCYTCTBMWE HE CUMTaeTCs OWNOKOMN.

[OBYyCTOpPOHHSAA ayTeHTUdMKauua BKIOYaeT B cebs:

— B3auMHyl ayTeHTudukauuiwo knmeHta wm Web-cepBepa C MNOMOLWbIO UX
cepTndunKaToB;

— wudpoBaHue Tpadurka Mexay KJIMEHTOM U CepBepoM;

— ¢opMMpoBaHMe W TMpPOBEPKY 3NEKTPOHHOM MOAMUCK TMOA 3JIEKTPOHHbLIMU
HTML-dopMamMu, 3anonHIeMbIMM MOJIb30BATENSMM.

[BYCTOPOHHSAA ayTeHTUdMKauMsa no3BonseT obecneymtb A[0OCTYN B 3aKPbTyK 4acTb
Web-cepBepa TONbKO 3aperucTpMpoBaHHbIM Brnagesnbuam ceptudukatos. MNpy 3TOM HYXHO UMETb B
BMAY, 4YTO pasrpaHudeHne p[ocTyna K WHPOPMALMOHHBIM pecypcaM cepBepa, OCHOBaHHOE Ha
npoBepKe CepTUPUKATOB KJIMEHTOB, ropasao HajeXHee, YeM MNpocTOo NaposibHasa 3awuTa.

B pnaHHOM pexume paboTbl KAMEHTY HeOobXoAMMO CreHepuvpoBaTb 3aKpbTbil U OTKPbITbIA
KJIIOUM U MOSYUYUTb cepTudmKaT OTKPbLITOro kawva B YL.

TpeboBaHMas K TeXHWYECKUM W MporpaMMHbiIM CpeacTBaM KOMMbKOTEpPA, Ha KOTOpbIN
yCcTaHaBnmBaeTca ISA cepBep, onpenensTcsa B AOKyMeHTauuu, NOCTaB/sieMOM BMeCTe C AaHHbIM
cepBepoM. [1OMOAHUTEsNIbHO, Ha KOMMbTEpP AOMKHbI 6bmb ycTaHoBneHbl CK3U «Kpuntolpo CSP» u
MOAy/nb NMOAAEPXKWU CeTeBOW ayTeHTUdMkaumm «Kpuntollpo TLS».

NS BO3MOXHOCTU YCTAHOBJ/IEHUS 3aLMLLEHHONO COEAWHEHUS MeXAYy KJ/IMEHTOM U CEPBEPOM
ISA HeobxoaMMO BHa4ane BbINYCTUTb CepTUdUKAT  OTKPbITOro  Kaw4a, KOTopbil  6ypeTt
MCMONb30BaTbCs A1 CEPBEPHON ayTeHTudumKauum no npotokony TLS.

K TakoMy cepTudmKaTy NpesbaBnsatoTcs cieayowme TpeboBaHms:

- wuma  ceptudukata (Common name) [OMKHO COBNagaTb C  WMMEHeM
ny6amkyemoro Web-cepBepa NpuKIaaHon CUCTEMBI. Hanpumep:
pif.nikoil.ru;

- none pacwupeHus cepTudukata <«Mcnonb3oBaHue KAw4Ya»  LOSIKHO
coaepxaTb criegytollee HasHadyeHne: «AyTeHTudunkaums Cepsepa».

JaHHbIn cepTudmKaT A0MKEH BbMb yCTaHOB/IEH Ha cepBep ISA B npuBsa3Ke C KAKYOM MOANUCHK
(3akpbIrbiM KAOYOM). Mpy 3TOM 3aKpbITbiA K/OY MOANUCKU AoJXeH 6bmb nomeweH B peecTtp OC.

Bbinyck M ycTaHOBKa cepTudumkaTta ocyuwecTBnsaoTca 4depe3 APM nonb3oBaTensd LeHTpa
peructpauun. NMopsaok AeNCTBUN onpeaenseTcs B MHCTPYKLWKM NONb30BaTesNto.
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10.5. Mpwio>keHne KOMaHAHON CTPOKM

MpunoxeHne KOMaHAHOW CTPOKM nNpefgHasHayeHo Ansa  paboTbl C  UCMOSIb30BaHWEM
MH(PpaCTpPyKTYpbl OTKPbITbIX KJTIO4YEN, wndpoBaHusl/pacumndpoBaHus coobuenmn,
CO34aHMA/NPOBEPKN 3NEKTPOHHOW NOAMUCKM W X3WMpoBaHuA. [lporpamma peanuMs3oBaHa B BuAae
ncnonHsemoro danna «cryptcp.exe», noapobHee cm. XKTHAN.00087-03 93 01. T[MpunoxeHue
KOMaHAHOM CTPOKW Ansa noanvcu mn wmdposaHmsa ¢halinos.

10.6. AyteHtTudbunkauuma B aomeHe Windows

Onsa ayTeHTudumkaumm nonb3oBaTenen B gomeHe Microsoft Windows wmncnonb3yercss moayinb
«Kpuntolpo  Winlogon», KOTOpbIi npeaHasHayeH Aansd  obecneyeHus  KOHTpons  AocTyna
nonb3oBatenen Kk APM’y, kKakK BKJIOYEHHOMY B CE€Tb AOMEHa, TaK U (PYHKLMOHUPYIOLWEMY J0Kas bHO.
Ncnonb3ytoTcsa Enterprise CA, Kpuntollpo YL unun apyrne coBMeCTUMble LLEHTPbI CEPTUdPMKaL UK.

Moaynb «Kpuntolpo Winlogon» peanuayetr paboTy C pPOCCUMACKMMWU KpUMTOrpaduyecKkumm
anropuTMamMm Ans8 NepBoro wara paclmpeHHoro npotokona Kerberos B cootBeTcTBuM ¢ RFC 4556.
Public Key Cryptography for Initial Authentication in Kerberos (PKINIT), June 2006.

10.7. Ucnonb3oBaHue ¢pyHkUuun CSP ypoBHS sgpa onepaLMoOHHOW CUCTEMBbI

Moaynb ypoOBHA s4pa OnNepauMoHHOM CUCTEeMbl TMO3BOJSIET UCMO0/b30BaTb OCHOBHbIE
Kpuntorpadpunueckme dyHkumm (wmndpoBaHme/paclumdpoBaHme, MNpoBepka MnoANUCU, BblHMUCEHME
3HA4YeHMs X3W-PYHKLUMN) Ha ypoOBHe sApa OMepaurMoHHOM CucTeMbl. [aHHbli MOAYyNb B MNEpPBYIO
oyepeab nNpegHasHadeH ANs WUCMOJIb30BaHUS B MPUIOXKEHMSX YPOBHS s4pa OnepauMoHHON CUCTEMbI
(wndppaTtopbl IP npoTokona, XecTkoro Aucka wu T.4.). WHTepdenc moayns aHanormvyeH mHtepdency
CSP ypoBHS monb3oBaTesisi, C TEM WCKJ/OYEHMEM, YTO OH He no3BonseT paboTaTb C CeKpeTHbIMU
KJl0o4aMM NoSb30BaTeNs M He MpefoCTaBAseT OKOHHbIM MHTepdelic. MoapobHee 06 mMcnonb3oBaHMM
Moaynsa cM. AokyMeHT «XKTAW.00087-03 96 01. Kpuntollpo CSP. PykoBoACTBO NporpaMMmucTa».

10.8. NMpumepsbl ucnonbsosaHna CK3U «Kpuntollpo CSP>» Bepcum 4.0 R4

Ona pa3pabotunkoB B cocTaB auctpmbytmBa CK3W «Kpuntollpo CSP» Bepcum 4.0 R4
BK/IOHAIOTCA pekoMeHJauuu, cogepxalwune onucaHue uHtepdenca TLS, noamHoxecTBO CryptoAPI
2.0, peanusyemoe 6ubnunotekon capilite.dll, 1 npumMepbl NCMNONb30BaHWA Ha YpPOBHE Bbl30OBA OCHOBHbIX
dyHkumn CryptoAPI 2.0. B cocTtaB guctpmbyTmBa BKJIHOYEHbI TaKXe MpUMepbl UCNonb3oBaHus CSP Ha
ypoBHe saapa OC, noanucu/nposepkm noanucm XML, wucnonb3oBaHus xenroll, capicom, Bbi30B
dyHkumn CSP yepes nHtepdenc CSP.

Bonblioe KoOAM4YecTBO NpMMEpoB UCMnofb3oBaHusa  dyHkUumMn CryptoAPI 2.0, CAPICOM,
Certificate Services BxoauT B AoKyMeHTauuwo MSDN M B MHCTpyMeHTapuii paspabotumka Platform
SDK.

Ha dopyme Kpunto-Mpo (http://www.cryptopro.ru/CryptoPro/forum2/) Bepnetcs obcyxaeHue
Mo BOMpOCaM MCMNOSb30BaHMS Kpuntorpadumyeckmx GyHKUMM M cepTudUKaToB OTKPbITbIX KJIOYEn U
Knoyen nposepku Irl.

Bce BbllenepeyncneHHble BapuaHTbl BCTpamBaHMa M mcnonb3oBaHma CK3WN «Kpuntollpo CSP»
Bepcun 4.0 R4 [O0MKHbI NPUMEHATBCA € ydyeToM n. 1.5 ®opmynsapa. lpuv 3TOM yKas3aHHble B
HacTosWeM [OKYMeHTe WHTepdenchbl sBASAKOTCHA YpoBHAMM BcTpauBaHma CK3UW «Kpuntollpo CSP»
Bepcun 4.0 R4 B npuknagHole CUCTEMbI U HE HABASAKTCH MPUWIOXKEHUAMU, BXOASALWMMU B COCTaB
OonepaumoHHbIX CUCTEM.
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11.1. «Kpuntollpo

11.2. «Kpuntollpo

11.3. «Kpuntollpo

11. Uctopusa Bepcumn

CSP» Bepcwn 1.1

N3meHeH 6a30Bbil MAeHTUdMKATOP, MWCNOMb3yeMbil AN npeacTaB/ieHns
anropuTMoB B cepTuduKaTax u Kpuntorpadumyeckmnx cooblieHusx;
M3meHeHO npeacTaBieHWe nMapaMeTpoB p, (, a, Y3/10B 3aMeHbl X3LW-
dyHKUMN 1M WwWKndpoBaHua B cepTuUduKaTax OTKPbITbIX Kj4Yen n dopmaTe
coobweHnun S/MIME (PKCS#7, RFC 2630). B cBa3u c 3TtuMm, Bepcus 1.0 He
coBMecTuMa c Bepcuen 1.1;

[Job6aBneHo oTob6paxeHne anroputmoB [OCT B pguanorax [MO Microsoft
Outlook Express u MO Microsoft Outlook;

JobasneHa noanepxka 3N1IEKTPOHHOIo 3aMKa «Cobonb» (HU1N
NHdopmM3awmTa);

[JobaBneHa peructpaumnsa yctaHoBneHHon sepcumn «Kpuntollpo CSP»;
Obecneuena nogaepxka «Kpuntolpo CSP» B OC Windows ME;

YpaneHa nogaep)xka OTKpPbTbIX Kto4deln aanHon 512 6uT;

ObecneueHa pabotocnocobHocTh ¢ Internet Explorer 5.5;

PeannzoBaHO xpaHeHMe cepTUdMKATOB OTKPbITbIX KJ/OYEHn U KAKYen
npoeepku Il B KJOYEBOM KOHTEMHEpE;

PeannzoBaHa BO3MOXHOCTb YCTaHOBKWM cepTudukata nonb3oBatens U3
K/II0YEBOr0 KOHTEelHepa B cnpaBoYHMK cepTudukatos Windows u3 naHenu
ynpasneHuns «Kpuntollpo CSP».

CSP» Bepcumn 2.0.

PeannzoBaHa BO3MOXHOCTb YCTaHOBKWM cepTudmkata B CNPaBOYHMK
ceptudmkatos Windows un @opMMpoBaHMe CCbUIKM C JIMYHBbIM 3aKpPbITbIM
K/I0YOM Mofib30oBaTeNnd u3 naHenun ynpasneHusa KpuntollPO CSP;
PeannzoBaH WHTepdenc CMeHbl U yaaneHusl Naposns KJ4YeBOro Hocutens
13 naHenu ynpasneHua Kpuntollpo;

ObecneueHa nogaepxka Kpuntolpo CSP B OC Windows XP;

PeanuzoBsaH nHtepdenc PC/SC ana paboTbl CO cUMTbIBATENSMU CMapT-KapT;
[Job6asneHa noppepxka UCB knwouen eToken;

PeanusoBaHbl anroputMbl AuBepcudUKauuu KIYen U ayTeHTudukaumm,
Nno3BOJIAOWME BbINyCKaTb M 06CNyXuMBaTb WHTeNNIeKTyallbHble KapTO4KM
«Ockap 1.*» un  «PUK-1», peanumsywwme  anroputM  wndpoBaHma
FOCT 28147-89;

PeanunzoBaH anroputMm 2l B cooTBeTcTBMM ¢ TOCT P 34.10-2001;
MopaepxwueatTcs Habopbl napamMeTpos FOCT P 34.10-2001,
3aniaHMpoOBaHHbleE K  WUCMOJMb30BAHUIO B WMHTENNEeKTyaslbHblX KapTax
«Ockap 2.*» n «PUK.

CSP» Bepcwm 3.0.

UcknioueHa nopaepxka OC Windows 98/ME (Ha »3Tux nnatdopMax
BO3MOXHO wucnonb3oBaHne «Kpuntollpo CSP» Bepcun 2.0, KoTopas
COBMeCTMMa Mo BbINOAHSAEMbIM KpunTorpadumueckmm odyHkumam c  CK3U
«Kpuntollpo CSP» Bepcuu 3.0);

ObecneuyeHa noagepxka OC Windows 2003; pobaBneHa noaaepxka
nnatdopm Linux 7, 9, FreeBSD 5, Solaris 9 Update 4 (paHee Tonbko Solaris
8);

PeannzoBaH npoTokon ceTeBoi ayTeHTudumkauumm <«Kpuntollpo TLS» Ha
BCcex nnatdopmax;

Ha UNIX-nnatdopmax pobaeneHbl Moaynnm o06paboTkm cepTudumkaToB
OTKPbITbIX KJIOYENH M NOALAEPXKKWU CMUCKA OTO3BaHHbIX CepTUdUKaTOB;

Ha  UNIX-nnatdopmax pobasneHbl Moaynum  paboTbl  xpaHunuvwamu
cepTudunKaToB;
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11.4. «Kpuntollpo

11.5. «Kpuntollpo

Ha UNIX-nnatdopmax pobasneHol moaynm o06paboTkm  noAnuCaHHbIX,
3aWwndpoBaHHbIX M Apyrux coobuieHuin popmata CMS (PKCS#7);

Ha Windows-nnatdopmax pobasneHbl Moaynim o06paboTku MNoAMMCaHHbIX
XML coobuwenuin (XMLdsig);

Ha Windows-nnatdopmax pacwupeHa nogaepxka Microsoft Office (Word,
Excel, Outlook);

YnydweHa MacwTabupyemMocTb Ha MHoronpoueccopHbelx  SMP n
HyperThreading cuctemax;

YBennyeHa NpoM3BOAUTENBHOCTb KpunTorpaduyecknx npeobpasoBaHuini Ha
nnatgopmax IA32 B 2-3 pasa;

3akpbmrble kaoum FOCT P 34.10-94 HaMmeyeHbl K yganeHuio B byayuwmnx
Bepcuax <«Kpuntollpo CSP», o u4éM Bbaétca npegynpexaatuee
coobleHne B MOMEHT UX CO34aHus;

K  cywecTBylOWMUM cnocobam  ynpaeneHua  kaw4vamu  gobasneHa
BO3MOXHOCTb OCYLLECTB/IEHNSA 3allUTbl Ko4a Mpyv NOMOLM 3awmndpoBaHms
AAHHOrO 3aKpbITOro K/j4ya Ha ApPYyroM 3aKpbiTOM Kio4ye W npu MNoMmoLm
pasgeneHnss  [oCcTyna K HEMy  MexXAy  HeCKONbKMMK  KJIH04YeBbIMU
HOCUTENsAMU;

B coctae CK3MN «Kpuntolpo CSP» Ha Bcex nnatdopmax pobasneHa
peanunsauus KpunTtonpoBakaepa B dopMe ApanBepa;

NcnonHeHns, obecneumBarowme 3awmnty knacca KC1, peanusoBaHbl AN
KpunTonpoBalaepa B GopMe noarpyxaemon 6mbnmnoteku;

NcnonHeHns, obecneumBarwwme 3awmnty knacca KC2, peanusoBaHbl AN
KpunTonpoBangepa B (OpMe cepBUCa XPAHEHUSA KITOYER;

B cBA3M C pacwupeHueMm nopaepxumpaemblx nnatdopm «Kpuntollpo CSP»
Bepcun 3.0 peanunsoBaHo B 10 UCMOSIHEHMAX, OTAMYAIOLWMXCA MNPOrpaMMHO-
annapaTHon cpeaon YHKLMOHUPOBAHWUS, COCTAaBOM MPOrpaMMHbIX MOAyNeEN
M KNAaccoM 3awutbl <«TpeboBaHWA K cpeacTBaM KpunTorpadumyeckomn
3alKUTbl KOHPUAEHUNANbHOW MHMOPMaL K>,

CSP>» Bepcum 3.6

ObHOBNEH W  paclWwMpeH TMepeyeHb NporpaMMHO-annapaTHbiX Cpeg
dyHKumnoHmpoBaHusa «Kpuntollpo CSP» Bepcuu 3.6;

B koge uckato4veHa BO3MOXHOCTb MCMoNb3oBaHusa ctaHgapta NOCT P 34.10-
94;

B coctaB OCHOBHbIX Moaynen Bkaw4yeH «Winlogon» - Moaynb
ayTeHTUdUKaumn nonb3osatens B gomeHe Windows;

B coctaBe aBTOHOMHOro APM wucnonb3yercs yTunuta BblIpabOTKU rammbl;
MCMOSIb3yeTCs ramMMa nocTaslmka ana nHuumnanmsaumm MACY;

PacwwupeH BHewHnin unHTepdenc CK3UN agna obecneyeHnss paboThbl
npoeargepa C dYHKLMOHANbHbIM K/1H04EBbIM HOCUTenem (OKH),
COrlacoBaHus KJ/lOYen ANs WUCMOJSb30BaHUS B peanusauunsx MpoTokona
IPSec, paboTbl C APYrMMU NPUNOXKEHUAMMU;

PeannsoBaHo ucnonHeHne CK3U c obecnedeHueMm knacca 3awmtbl KC3;
BHeapeHa 6ubnuoteka 64-paspsigHoin apudMeTmky;

YcoBeplweHCTBOBaHbl MYHKLUM BbMUCNEHUS KPATHOM TOUYKW 3JIIMATUYECKOWN
KpWBO;

MN3meHeH koA accemMbnepHblX BCTaBoOK noa komnunatop JASM  pans
YHUDUMUMPOBAHHOIO UCNOMb30BaHMA Ha nnatdopmax Windows, Linux,
FreeBSD, SPARC Ha nnatdopme Intel;

ObecneueHa peanusauusa npotokona EAP/TLS;

MepepaboTaH apansep HacTporikn OC n KoHTpons uenoctHoctu MO CK3U B
CBS3M C MW3MEHEHWEM KoAa OnepaunoHHbIX CUCTEM W paclIMpEHUs UX
nepeyHs (Windows 2008);

BeeneHo orpaHuyeHue 06paboTku nHdopmMauymm B pexunme
CRYPT_SIMPLEMIX_MODE Ha ogHoM kito4ye He 6onee 4 merabanTta, npu
ucnonb3oBaHuu anroputma FOCT 28147-89.

CSP» Bepcumn 3.6.1
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11.6. «Kpunrtollpo

11.7. «KpunTtollpo

11.8. «Kpuntollpo

Hob6aBneHbl ncnonHeHns 3 — 5 knacca 3awutbl KC3;
ObecneueHa paboTa ¢ wudpytowen darnoson cuctemon Kpuntollpo EFS;
Job6asneH moaynb npotokonos Kpuntolpo IKE, ESP.

CSP>» Bepcwun 3.8

,ﬂOﬁaBﬂeHbl MEXaHU3Mbl ynpaBJiEHNA UL EH3UNAMN.

CSP» Bepcum 3.9

BkntoyeHo wucnosnHeHuMe knacca 3awutbl KC3, dyHKUMOHMpPYOLWLEE Ha
nporpaMMHoO-annapaTtHbix nnatgopmax Windows 8/2012;

ObecneyeHo dyHKUMOHMpoBaHMe CK3M Ha nporpamMMHO-annapaTHbIX
nnatgdopmax Windows 8.1/2012R2.

CSP>» Bepcum 4.0

PeanusoBaHa noaaepxka anroputmMos  (GOpPMUMpPOBaHUS U MPOBEPKMU
3neKkTpoHHon noanucu no NOCT P 34.10-2012;

PeanusoBaHa noaaepxka anroputMos x3wuposaHua no [OCT P 34.11-
2012;

PeannzoBaHa noaaepxka aJroputMoB, COMNYTCTBYWLWUX MNPUMEHEHMUIO
ctaHgaptoB FOCT P 34.10-2012 n 'OCT P 34.11-2012;

PeannsoBaHa noapepxka Java-nnatdopm ¢ native-peanusaunein;
PeanunsoBaHa noaaepxxka ycTponcTs, paboTtatowmx Ha OC Android;

Hosbii Buol1CH ansa yctponcTs, paboTtatowmx Ha OC iOS u Android;
PeanusoBaH Moaynb nogaepxku uHtepderica Mozilla NSS;

O6HOBNEH W  pacwuvpeH nepeyeHb MpOrpaMMHO-annapaTHbIX  cpen
dyHKkuMoHmpoBaHua «Kpuntollpo CSP» Bepcun 4.0;

B cBsA3n C pacwupeHueMm nopaepxmpaemblx nnatdopm «Kpuntollpo CSP»
Bepcun 4.0 peanus3oBaHO B HECKOJIbKUX WCMOMHEHUAX, OTNYaLWMUXCS
nporpaMMHo-annapaTHOM cpenom PYHKLMNOHMPOBAHUS, COCTaBOM
MPOrpaMMHbIX MOAY/SEN U YPOBHEM 3aLUUTHI.

Ona anroputmva T[TOCT P 34.10-2012 peanusoBaHa BO3MOXHOCTb
BblMMCNIEHNS KPaTHOM TOKW Ha OCHOBE 3JIIMATUYECKUX KPUBLIX B dopme
SABapaca;

PeanunzoBaHa uHTepdencHas HaaCcTpolKa Hajh KpunTonpoBangepoMm B Lenax
obecneveHns Bo3MOxHOCTM paboTbl 6Hpaysepa Mozilla Firefox ¢
MCMO/Ib30BaHMEM POCCUNCKUX KpunTorpadmyeckmx aaroputMos;
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12. UHpopmMmaumna ansa nonb3oBaTenemn

Ona nonyyeHus [OMNONHUTENbHOM WHMOPMaLMM O [aHHOM TMpPOAYKTE, a TakXe 0 Apyrux
npogyktax OO0 «KPUMTO-IMPO», MoXHO obpawaTbCs rno agpecy:

Cnyx6a mMapkeTuHra n TexHuyeckon noaaepxkm Kpunrto-Tlpo.

127018, MockBa, Cywesckuin Ban 18, OO0 «KPUMTO-MPO».

TenedoH: +7 (495) 995 4820

dakc: +7 (495) 995 4820

e-mail: info@CryptoPro.ru WWW: http://www.CryptoPro.ru
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